
 

Journal of Transactions in Systems Engineering 
https://journals.tultech.eu/index.php/jtse. 

ISSN: 2806-2973 
Volume 3, Issue 3 

DOI: https://doi.org/10.15157/JTSE.2025.3.3.449-470 
Received: 18.10.2025; Revised: 25.11.2025; Accepted: 04.12.2025    

	

 

Journal of Transactions in Systems Engineering https://doi.org/10.15157/jtse.2025.3.3.449-470  

 

© 2024 Authors. This is an Open Access article distributed under the terms and 
conditions of the Creative Commons Attribution 4.0 International License CC BY 4.0 
(http://creativecommons.org/licenses/by/4.0). 

449 
 

Research Article  

AI-Enabled Distributed Cloud Frameworks for Big 
Data Analytics with Privacy Preservation  
Gullapalli Lasya Sravanthi1*, Ramya Mandava2 
1 Software Engineer, 18606 Alderwood Mall Pkwy, Unit 684, Lynnwood, Washington, USA 
2 Georgia Institute of Technology, Atlanta, USA 
*glasyasravanthi@gmail.com 

 

Abstract  

The fast rise of the Big Data and the faster adoption of Artificial Intelligence (AI) have changed the 
modern computational ecosystems allowing to conduct real-time analytics and automation in some 
of the most vital areas: healthcare, finance, and industrial IoT. Nevertheless, there are notable 
problems with traditional centralized cloud designs such as poor scalability, high latency, network 
overload, and augmented privacy and security threats in distributing sensitive information that is 
sensitive. To fill these gaps, this paper suggests a new AI-enabled distributed cloud framework 
(AIDCF) that combines federated learning, differential privacy, and homomorphic encryption to 
facilitate secure, privacy-preserving and scalable analytics on the Big Data without centralized 
sharing of data. The mixed-method research design was chosen, which involved the development 
of theoretical frameworks, the modeling of algorithms, and simulation of experiment, based on 
synthetic multi-domain data (healthcare, finance, IoT) running on distributed cloud nodes (10-100). 
The outcomes indicate the novelty and high-performance AIDCF, which has a high accuracy 
(93.7%), low latency (139 ms), high throughput (1585 MB/s) and high computational performance 
(89.5 percent), as well as the significant reduction in privacy loss (ε = 1.3) compared to other models 
such as DP-FedAvg, SecureML, and Baseline Cloud Analytics (BCA). These results confirm that the 
presented framework provides a feasible trade-off between analytical and confidentiality 
protection, which makes it be deployed in privacy-sensitive, real-time, and large-scale distributed 
systems. Altogether, AIDCF offers a scalable, secure, and high-performance distributed AI system, 
which will push the state of the art of privacy-aware Big Data processing. 
 
Keywords: AI-Enabled Distributed Cloud; Big Data Analytics; Privacy Preservation; Federated 
Learning; Differential Privacy. 

 

INTRODUCTION 
The swift development of Artificial Intelligence (AI) and the multiplying scale of the 

Big Data have brought significant changes to the realities of the contemporary computing 
and digital infrastructures [1]. It has facilitated organizations to make informed decisions, 
process and analyse large volumes of data in real time which has empowered 
organizations to automate and gain deeper insights in various sectors including 
healthcare, finance, manufacturing, transportation, and also in industrial automation [2]. 
AI and Big Data analytics are coming towards the same point, which has created 
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intelligent systems that can learn over the vast data, and dynamically adapt to a shifting 
environment. 

Nevertheless, the further the reliance on data-driven decision-making is, the more 
complexities are associated with data management, privacy, latency, and scalability of 
computations [3]. The classical centralized cloud computing model that focuses on 
bringing together information of various sources and processing them through a central 
cloud server has hit its limit. As the number of IoT devices, sensors, and smart systems 
explodes, centralized architectures cannot effectively cope with the huge influx of 
scattered information [4]. It leads to overloading the network and increased response 
time and increased risks of privacy violation because sensitive information has to flow 
through more than one tier of the network to be analyzed. 

Distributed Cloud Computing (DCC) is a new promising model that has become 
relevant in the past years to overcome these constraints by decentralizing computation, 
storage, and data analytics by using several geographically dispersed cloud nodes [5]. 
DCC relies on edge and fog nodes to bring computation nearer to the origin of data 
rather than a single central server and therefore, it lowers latency and improves 
responsiveness of the systems. The performance, scale, and resiliency of this distributed 
architecture are more appropriate, and they are key requirements of the big data 
applications of a large scale. 

Nevertheless, AI implementation into a distributed cloud application creates further 
challenges regarding data synchronization, model synchronization, and data privacy [6]. 
Distributed data AI models can frequently require the nodes to communicate intensively, 
the problem of data leakage and the compliance with international privacy regulations, 
such as the General Data Protection Regulation (GDPR) and California Consumer Privacy 
Act (CCPA). The necessity to process sensitive data (medical record, financial operations, 
or user behavior) without the need to infringe upon the privacy of individuals requires 
the trade-off between computational efficiency and privacy of the information [7]. 
 

Novelty and Contributions of AIDCF 
This paper proposes an AI-Enabled Distributed Cloud Framework (AIDCF) a next-

generation cloud framework, which, besides better performance of Big Data analytics, 
also includes the mechanism of privacy enhancement [8]. In contrast to the current 
models like DP-FedAvg, SecureML, and hybrid federated learning, AIDCF presents: 

1. Smart orchestration of optimized distributed resources. 

2. Less overhead in communication through integration of edge and cloud 
intelligence. 

3. Differential privacy model training with federated AI coordination and privacy 
preservation. 

4. Immediate adherence to privacy rules and system scalability and efficiency at the 
same time. All these contributions define the difference between AIDCF and 
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existing frameworks and cover gaps in the research on scalability, latency, privacy, 
and real-time analytics in distributed settings. 

The suggested AIDCF uses AI-based coordination to the distributed resource 
management process in a bid to create seamless coordination of tasks within nodes in a 
way that ensures the realization of the best performance and lowest latency. The 
framework maintains information distribution and vulnerability to unauthorized access 
and coordinated training of the model through differential privacy measures and 
federated AI coordination [8]. The plan will ensure compliance to privacy, enhance 
scalability, and reduce computing resources needs, and it is a powerful fit within the 
existing industrial Big Data ecosystem. 

The Emergence of Big Data and Privacy Challenges in Cloud Environments 
The digital transformation has introduced a level of acceleration in the quantity, 

speed, and nature of information generated by interrelated systems and digital 
technologies that this world has never experienced before. The ever-growing Internet of 
Things (IoT), cloud computing, and smart gadgets have generated an enormous stream of 
structured, semi-structured and unstructured data that needs to be handled and analysed 
effectively. Big Data analytics in governments, enterprises, and research institutions in 
various areas are benefiting more and more to derive valuable insights and enable 
rational decision-making [9]. 

However, the traditional cloud infrastructures are mostly constructed on the basis of 
centralized architecture and data gathered at various endpoint is transferred to a central 
server or data centre to be processed and analysed. Although it is a scalable and powerful 
model, it has a number of inherent limitations that are particularly severe in today's data-
intensive setting [10]. There is usually network congestion, delay in communication, 
single point of failure and the most crucial issue is privacy and security vulnerability in 
centralized cloud architectures. The accumulation of large amounts of sensitive data at 
one location predisposes cloud repositories to become extremely enticing targets of 
cyberattacks, data breaches and insider threats. In the case of violation, such systems can 
lead to large amounts of personal and organizational data leaking out. 

In addition, the full relaying of the encoded information in the edge devices to the 
centralized cloud computers significantly increases the bandwidth costs and latencies 
[11]. This not only affects the responsiveness of the system itself, but also limits the ability 
to perform real-time analytics, which is critical in fields like autonomous transportation, 
smart cities and medical diagnostics [12]. Absence of effective privacy saving mechanism 
brings up critical regulatory and ethical issues in the sensitive field of use such as the 
health sector, the military and the financial sector where people are handled every 
minute and their dealings remain confidential. Violation of the privacy regulations 
existing at the international level such as the General Data Protection Regulation (GDPR) 
or the Health Insurance Portability and Accountability Act (HIPAA) can cause severe 
legal and financial impacts not to mention the loss of confidence of the citizens in the 
online solutions. 
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In addition, the traditional structures of the processing of the Big Data are not 
typically flexible and context-dependent. They are primarily programmed to deliver the 
idle load service and not at the time of dynamic responsiveness to the alteration of the 
data flow, system loads and user requirements. This rigidity leads to inefficiency in 
utilizing the resources, energy consumption and inability to perform optimally in 
distributed environments. With data steadily growing exponentially in size, centralized 
approaches are becoming even more impossible since they are not capable of supporting 
data-intensive computations and maintain privacy and efficiency. 

To overcome these deficiencies, the need to adopt intelligent, distributed and privacy 
creating computing models that can regulate data in a safe, efficient, and effective 
manner has been on the rise. The deployment of computational tasks can be implemented 
in a smarter fashion, location to better latency and network traffic and sensitivity of 
sensitive information is minimized, by using an intelligent distribution model involving 
AI [13]. This modification is the adaptation point of a new direction of a balanced 
approach to high-performance analytics, scalability, and confidentiality of information, 
which are all the main components of the sustainable development of the Big Data 
ecosystems. 

Role of Artificial Intelligence in Distributed Cloud Optimization 
The concept known as Artificial Intelligence (AI) has emerged as an enabler of change 

in facilitating the Distributed Cloud Computing (DCC) environment to offer a higher 
level of intelligent decision-making, adaptive control, and predictive optimization. The 
distributed system also needs AI algorithms to deal with complex and massive data 
environments autonomously through resource allocation, load distribution, and fault-
tolerant behaviour. Deep learning (DL), reinforcement learning (RL), and machine 
learning (ML) allow AI to keep a watch on the condition of the system in real-time and 
change according to its best capacity even when the workload is not constant and 
resources are not homogeneous [14]. 

Through DCC, AI allows local processing of data and decentralized learning and 
reduces the use of centralized servers [15]. The integration allows the collaboration 
training of multiple distributed nodes or data centres hence making sure that raw 
information is stored at the location where it originates and knowledge is shared across 
the globe. Such decentralized intelligences reduce communication overheads, enhance 
system scalability and conserve privacy-conscious computation. 

The AIDCF will be based on these principles and propose AI-enabled Distributed 
Cloud Framework (AI models). It will organize distributed analytics, imposing strict 
privacy regulations. The AIDCF uses two core mechanisms, namely, the differentiation of 
privacy (DP) and federated AI coordination, to protect the integrity and confidentiality of 
data during the process of analysis. 

• Differential Privacy (DP) applies statistical noise to the outputs of the analysis 
process (that is, being calculated in a manner that ensures it is not harmful), and 
the fact whether one data record is present or not does not significantly impact the 
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overall result [16]. This will ensure that it is private at an individual level and 
provides valid aggregate analytics. 

• Federated Learning (FL) allows multiple distributed nodes to jointly learn AI 
models with the help of local datasets. In place of transmitting raw data, model 
parameters or gradient updates are transmitted to a central aggregator by each 
node and a global model is built. This will guarantee that sensitive information 
does not move out of its source area and thus the chances of information leaking 
out through transmission or centralized storage is high. 

These techniques form a privacy-sensitive, dynamic, and highly scalable distributed 
intelligence system. In AIDCF, AI does not only improve computing performance and the 
latency of a system but also increases the resilience of a system by constantly learning 
about distributed sources of data [17]. It will be possible to balance workloads 
independently, predict faults, and optimize the system in advance with the help of the 
framework, so that the cloud infrastructure will be efficient and safe at any operational 
conditions. 

AIDCF Advantages over Existing Frameworks: 

• Live distributed intelligence and preservation of regulatory compliance. 

• The AI-based orchestration will provide the confidentiality of data processing 
and maintain the efficiency of computation. 

• Applicable to mission-critical applications: industrial IoT, financial analytics, 
smart healthcare monitoring, and big enterprise analytics. 

• These factors demonstrate the specialness and innovation of AIDCF in relation to 
the current models. 

 

Research Objectives 

The study’s methodology is guided by the following objectives: 

• To design a distributed AI-enabled architecture capable of scalable Big Data 
analytics. 

• To implement privacy-preserving techniques such as differential privacy and 
homomorphic encryption within distributed environments. 

• To empirically evaluate the framework using standard Big Data performance and 
privacy metrics. 

 

LITERATURE REVIEW 

Authors in [24] examined the implementation of AI to distributed cloud systems, and 
pointed out how witty algorithms enhanced scalability, resource management, and 
predictive analytics in multi-faceted cloud systems. Their experiment showed that AI 
models could assign computational work to distributed nodes dynamically thereby 
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decreasing processing delays and providing improved load balancing, which ultimately 
resulted in improved efficiency of large-scale distributed systems. 

Authors in [19] investigated the opportunities of AI-based data protection systems in 
clouds. Their study was aimed at using machine learning and deep learning methods to 
maintain privacy in a multi-tenant cloud environment. They discovered that AI has a 
great chance of minimizing the exposure of the data by identifying abnormal access 
patterns and applying adaptive encryption measures, thus limiting the risk posed by the 
centralized data storage and transmission. Their results highlighted the fact that AI 
algorithms ensured an extra security but did not slow down the performance of the 
system, which became particularly handy in the fields such as healthcare and finance 
where it is especially sensitive. 

Authors in [20] presented the use of AI and machine learning to cloud and network 
security with respect to data protection in transit and during rest. They found that 
predictive AI models could identify potential threats before their occurrence hence it was 
feasible to interfere with the security level in real-time without affecting the performance 
of the distributed systems. The researchers noted that AI based solutions played a role in 
conducting automated risk evaluation, intrusion detection and anomaly detection in 
cloud networks and demonstrated superior performance over conventional security 
systems that were very reliant on human drawn settings and rigid rules. 

Authors in [21] concentrated on privacy-protected information sharing in the field of 
big data analytics via distributed computing methods. The paper has highlighted that the 
traditional centralized designs put sensitive data at risk of privacy and network 
congestion. Through the use of AI-driven distributed structures, the study demonstrated 
that data could be computed on the device, encrypted on their way, and aggregated 
safely to perform analytics without disclosing information at the individual level. The 
paper also demonstrated that differential privacy with federated learning was highly 
beneficial in ensuring the privacy of data and at the same time maintain the quality of the 
analysis in a large-scale system. 

Authors in [22] examined AI-based orchestration frameworks, which integrated cloud 
and edge resources to optimize the data processing, latency and real-time analytics in the 
IoT setting. The analysis showed that AI algorithms would be able to dynamically assign 
computational loads to both edge devices and centralized cloud nodes, which led to the 
responsiveness of the systems and the minimization of congestion in the networks. 
Moreover, the study demonstrated the privacy preservation potential of such 
orchestration since data processing might be done at the edge, and it is reduced to 
unneeded exposure to central cloud repositories. 

Authors in [23] studied how AI-enabled cloud analytics can be optimized in terms of 
energy usage and considered essential issues in the context of data privacy and security. 
The article concluded that AI predictive models could potentially distribute 
computational loads among cloud nodes that were distributed across various sites to 
reduce the unnecessary processing and energy wastage. Other than that, AI systems that 
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have privacy-protecting tools were also reported to provide confidentiality without 
compromise on system performance, such as differential privacy and secure multi-party 
computation. The research revealed the twofold benefits of AI when compared to cloud 
analytics, which consist of the enhancement of operational efficiency, as well as the 
prevention of sensitive information against unauthorized access. 

Authors in [24] discussed the application of SnowflakeDB on clouds in order to 
process data in an intelligent and scalable manner through artificial intelligence. The 
scholars have discovered that AI and cloud-based database management systems when 
combined provide an improved way of querying data, accelerate the processing of the 
data and analyzing the data in real-time. The SnowflakeDB architecture allowed 
computing and scaling data to large numbers in parallel with ease and once combined 
with AI algorithms it was possible to process large volumes of heterogeneous data 
efficiently through distributed systems. The paper has brought out that, AI-based data 
orchestration was not only able to enhance the measures of performance but also assisted 
in achieving compliant and secure data manipulation in a business environment. 

Authors in [25] reviewed applications and services based on AI in distributed cloud 
computing systems. Their work introduced the concept of integration of AI, that enabled 
certain advanced-level vendors such as predictive analytics, autonomous resource 
allocation, and intelligent workflow management. They claimed that distributed AI 
systems might facilitate heterogeneous computing systems and enhance computational 
performance as well as privacy protection. Another opportunity that the study found was 
difficulties in data coordination, enforcement of privacy, resource optimization, and the 
importance of frameworks that would be able to strike a balance between analytical 
accuracy and secure data processing. 

The recent paper has examined AI-driven privacy-preserving Big Data analytics with 
the distributed computing, edge intelligence, federated learning, and generative models. 
These methods enhance privacy, scaling, and performance and are usually restricted to 
certain areas, or have computational and real-time response difficulties. 
 

Gap Analysis and Relevance of AIDCF 

Nevertheless, the current models like DP-FedAvg, SecureML, and cloud-edge 
orchestration models have drawbacks: 

• Minimal working federation between AI and differentiation of privacy of multi-
domain datasets. 

• Large computation and communication cost in real-time deployment. 

• Absence of a test on heterogeneous datasets and operating environments. 

The suggested AI-Enabled Distributed Cloud Framework (AIDCF) builds upon previous 
studies by integrating federated AI with differential privacy with distributed cloud 
coordination. AIDCF offers scalable privacy preserving and efficient Big Data analytics 
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that bridges the gap in computational, privacy and real-time response gaps that were 
found within earlier systems, see Table 1. 

Table 1. Comparative Summary of Existing AI-Enabled Privacy-Preserving Big Data Analytics 
Approaches 

Author (Year) Method / 
Model 

Dataset / 
Environment 

Key Contributions Key Limitations 

[18] 
AI in 
distributed 
cloud 

Cloud nodes 

Enhanced scalability, 
predictive analytics, 
dynamic load 
balancing 

Limited privacy 
evaluation 

[19] 
AI-driven 
data 
protection 

Multi-tenant 
cloud 

Reduced data 
exposure via anomaly 
detection, adaptive 
encryption 

Limited real-time 
assessment 

[20] 
AI for 
cloud/networ
k security 

Cloud datasets 
Proactive threat 
detection, automated 
anomaly detection 

Evaluated mostly 
in simulations 

[21] 

Distributed 
privacy-
preserving 
analytics 

Big Data 
Local processing, 
differential privacy, 
federated learning 

Encryption 
overhead, complex 
implementation 

[22] Cloud-edge 
orchestration 

IoT/cloud 
datasets 

Optimized task 
allocation, reduced 
latency, enhanced 
privacy 

IoT-focused; 
limited 
heterogeneous 
dataset evaluation 

[23] 
AI cloud 
analytics 
optimization 

Cloud 
simulations 

Reduced energy 
consumption, privacy 
preservation 

Trade-off between 
efficiency and 
privacy 

[24] SnowflakeDB 
+ AI 

Cloud-native 
datasets 

Improved query 
processing, resource 
utilization 

Limited privacy 
evaluation 

[25] Distributed AI 
frameworks 

Multi-domain 
cloud 

Predictive analytics, 
autonomous resource 
allocation, privacy 

Data coordination 
and high 
computation 
challenges 

As it is stated in the table, previous studies enhanced the integration of AI, distributed 
computing, and privacy-preservation systems. The majority of research papers, however, 
address certain areas or facets of performance and there are still gaps in real-time 
scalability, applicability to multiple domains as well as completely integrated privacy-
preserving federated systems [26]. AIDCF fills these gaps by providing a multi-domain, 
privacy-compliant, computational efficient and integrated framework that complements 
the current methods. 

 

RESEARCH METHODOLOGY 
The given study is based on the mixed-method research design, which incorporates 

the development of theoretical frameworks [27], modelling of the system [28], and 
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experimental simulation. The methodology will design, develop, and test an AI-based 
[29] distributed cloud architecture that has the ability to execute Big Data and preserve 
privacy by utilizing advanced cryptographic and differential privacy systems [30]. 

The AI-Enabled Distributed Cloud Framework (AIDCF) is a new framework in 
comparison with the existing frameworks which include DP-FedAvg, SecureML, edge-
cloud orchestration and hybrid federated learning. AIDCF is the only system that 
combines federated AI with differential privacy over multi-domain datasets, maximizes 
the rate of communication and model convergence, and allows distributed analytics to be 
done in a privacy-preserving manner. 

Research Design 
The study combines both quantitative analysis (of system performance assessment) 

and theoretical modelling (of conceptualizing AI and privacy preserving integration) 
[31]. The hybrid method allows empirical testing of the efficiency of the proposed model 
as well as conceptual validation of it. 

There are four consecutive stages of the methodological workflow: 

1. Framework Conceptualization: System components and the interconnections of the 
distributed AI-based analytics [32]. 

2. Model Formulation: Construction of an algorithm combining federated learning 
and privacy methods into a cloud infrastructure design. 

3. Simulation and Implementation: Implementation of the model proposed based 
upon simulated data and distributed computing [33]. 

4. Evaluation: Comparison of model performance with baseline frameworks on 
parameters like scalability, latency and privacy efficiency [34]. 

Research Framework 
The research framework illustrates how the AI-based analytics and distributed cloud 

computing with privacy-preserving mechanisms are integrated into a single system. The 
conceptual flow of the study has been illustrated in Figure 1. 

 

Figure 1. System Diagram of Proposed AIDCF 



	
	458 Gullapalli	Lasya	Sravanthi,	Ramya	Mandava	

The figure illustrates the interaction between edge nodes, cloud aggregator, and AI 
models, showing how privacy-preserving mechanisms (differential privacy, 
homomorphic encryption) are applied during model updates. 

Data Source and Simulation Environment 
Initial simulations were done on synthetic Big Data provided by healthcare, financial 

and IoT sensors (100 GB -1 TB) [35]. 

Also, real-world datasets were included in the form of MIMIC-III healthcare database, 
NYC Taxi trip data (financial/logistics), and logs of IoT sensors in UCI repository to 
prove practical applicability. 

Hardware and Cluster Specifications: 

• CPU: Intel Xeon Gold 6248 (2.5 GHz, 20 cores) 

• GPU: NVIDIA Tesla V100, 32 GB VRAM 

• RAM: 256 GB 

• Cluster: 10 -100 nodes on Kubernetes on AWS EC2 and GCP Compute Engine. 

• Network: 1Gbps to 10Gbps bandwidth, 1ms to 5ms latency. 

The distributed environment was deployed on cloud platforms (AWS and GCP) with 
the help of Apache Hadoop (HDFS), Apache Spark, and Kubernetes clusters. 

Variables and Measurement 
The fundamental variables measured are scalability [37], data privacy, accuracy [38], 

latency and throughput. All variables were operationalized and measured quantitatively 
as indicated in Table 2. 

Table 2. Variables and Their Operational Definitions 

Variable Definition Measurement Indicator Data Source 

Scalability 
Ability of the system to handle 
growing data volume 

Processing time vs. node 
count 

Simulation metrics 

Data 
Privacy 

Resistance to unauthorized access 
or information leakage 

Privacy loss (ε) in 
differential privacy 

Privacy layer logs 

Accuracy 
Proportion of correct analytics 
outcomes 

Prediction accuracy (%) AI model output 

Latency 
Average time delay per 
transaction 

Response time (ms) 
Network 
performance logs 

Throughput 
Volume of data processed per 
unit time 

MB/s processed 
Distributed system 
monitor 
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Experimental Design and Parameters 
It is an experimental design grounded on the AI-Enabled [39] Distributed Cloud 

Framework (AIDCF) that incorporates privacy mechanisms into federated learning-based 
analytics. The simulation parameters are represented in Table 3. 

Table 3. Experimental Parameters of the Proposed Framework 

Parameter Description Value/Range 

Dataset Size Input data volume for analytics 100 GB – 1 TB 

Cloud Nodes Number of active distributed nodes 10 – 100 

AI Algorithm Federated Neural Network (FNN) Adaptive learning rate 

Privacy Mechanism Differential Privacy ε = 1.0 – 3.0 

Encryption Method Homomorphic Encryption Paillier scheme 

Analytics Domain Healthcare, IoT, Financial Multi-domain datasets 

 

The simulation was carried out through repetitive data flow testing, model testing 
and privacy testing to ensure the most suitable balance between data utility and data 
confidentiality. 

Other simulation hyperparameters: 

• Batch size = 64–256 

• Learning rate = 0.001–0.01 (adaptive) 

• Number of federated rounds = 50–200 

Distribution-Based Noise: Differential privacy Distribution Gaussian and Laplace 
distributions were experimented to define the optimal privacy error trade-off. 

Evaluation Metrics 
The performance metrics in quantitative terms that are often used in AI-based 

distributed systems are used as the evaluation. In the Table 4, these metrics are 
mathematically determined. 

Table 4: Evaluation Metrics and Their Equations 

Metric Formula Description 

Accuracy (%) 
(TP + TN) / (TP + TN + FP + 
FN) × 100 

Correctness of analytics predictions 

Precision TP / (TP + FP) Proportion of true positives 

Recall TP / (TP + FN) Sensitivity to actual positives 

Privacy Loss (ε) log [ P(M(D)) / P(M(D′))] 
Differential privacy parameter measuring 
information leakage 

Processing Time (T) Σ (Nodeᵢ time) / N Average distributed processing time 
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Additionally, communication cost (MB per node per round) and convergence rate (%) 
are measured to evaluate efficiency and scalability. 

Algorithmic Implementation 
An algorithm named Privacy-Aware Intelligent Distributed Cloud (PAIDC) was 

developed in order to operationalize the proposed system. The algorithm combines 
federated learning, differential privacy and encryption [40] to provide safe model 
training without any data sharing at a central location. 

Algorithm 1: Privacy-Aware Intelligent Distributed Cloud (PAIDC) 

Input: 
• Dataset D={d1,d2,…,dn} 
• Cloud nodes C={C1,C2,…,Ck}. 
• Hyperparameters: batch size BBB, learning rate η, number of federated 

rounds R 
• Noise distribution Δ (Gaussian or Laplace) 

Output: Privacy-preserved global model M′M'M′ 
Steps: 
1. Initialize distributed cloud environment and AI model parameters W0. 
2. Partition dataset D among multiple nodes {C1,C2,…,Ck}. 
3. For each node Ci do: 

a. Train local model Mi=Train(Ci,Di,B,η). 
b. Apply differential privacy noise Δ to gradients: 	
                      (Gaussian or Laplace, depending on privacy requirement). 
c. Encrypt      using homomorphic encryption:  
d. Record communication cost for sending encrypted gradients to 
aggregator. 

4. Aggregate encrypted local models using homomorphic summation: 
		

5. Decrypt aggregated model: Dec(M′). 
6. Broadcast updated global model M′ to all nodes. 
7. Repeat steps 3–6 for R rounds or until convergence (when change in global 

model accuracy < threshold ϵc). 
8. Output final global privacy-preserved model M′. 

 

Additional Enhancements 

• Complexity: O(k×n×e×f), where k = number of nodes, n = local dataset size, e = local 
epochs, f = feature dimension. 

• Convergence: Monitored per round; stops when global model updates stabilize or 
target accuracy is achieved. 

• Communication Cost: Computed as total MB transmitted per node per round; 
minimized using encrypted gradients instead of raw data. 

• Hyperparameters: Adjustable batch size B=64–256, learning rate η=0.001–0.01 
federated rounds R=50–200. 
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• Noise Distribution: Choice between Gaussian and Laplace depending on sensitivity 
and privacy requirements. 

Benefits 

• Preserves privacy by never sharing raw data. 

• Ensures efficient convergence in distributed learning. 

• Optimizes communication overhead while maintaining scalability. 

• Applicable to multi-domain datasets including healthcare, finance, and IoT. 
 

Validation and Reliability 
Obtained results are compared with DP-FedAvg and SecureML to validate efficiency. 

ANOVA and paired-sample t-tests were used to test statistical significance of privacy 
preservation, computational efficiency, and convergence improvements [41]. All datasets 
were anonymized, and the framework adhered to GDPR, HIPAA, and OECD privacy 
compliance standards. 

Ethical and legal compliance were emphasized to ensure privacy-preserving AI 
operations in both synthetic and real-world datasets, demonstrating practical 
applicability of the proposed AIDCF. 

 
EXPERIMENTAL SETUP 

The experiments were executed on a distributed cloud cluster consisting of 10–100 
compute nodes. Each node was configured with: 

• CPU: 16-core Intel Xeon 3.2 GHz 

• GPU: NVIDIA Tesla V100 (16 GB) 

• Memory: 64 GB RAM 

• Network Bandwidth: 10 Gbps inter-node link 

• Software Environment: Python 3.10, TensorFlow-FL, PyTorch, Microsoft SEAL 
(for homomorphic encryption), and Opacus for differential privacy. 

To evaluate scalability, three synthetic datasets (100 GB, 500 GB, 1 TB) representing 
healthcare, finance, and IoT sensor streams were used. The datasets were generated using 
statistical distribution models and validated through schema conformity and variance 
analysis to resemble real-world patterns. Future extensions will incorporate publicly 
available datasets such as MIMIC-III (Healthcare), NSL-KDD (IoT Security), and 
Financial Transaction Logs, as suggested by reviewers. 

RESULTS AND DISCUSSION 
This section presents the experimental results of implementing the proposed AI-

Enabled Distributed Cloud Framework (AIDCF) and compares its performance with 
existing models such as DP-FedAvg, SecureML, and Baseline Cloud Analytics (BCA). 
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Experiments focused on evaluating scalability, model accuracy, latency, throughput, 
computational efficiency, and privacy preservation under federated learning settings. 

System Performance Evaluation 
An extensive testing of the proposed AI-Enabled Distributed Cloud Framework 

(AIDCF) was conducted to test its scalability, process efficiency, and throughput with 
varying distributed settings. The experimental design was used to model the results of 
adding the number of nodes in order to establish the effectiveness of the framework to 
handle parallel workloads, lower computational latency, and enable high throughput in 
Big Data settings. Table 5 gives the performance of the AIDCF system in several 
configurations of distributed nodes with respect to dataset size, processing time, 
throughput, and speed-up ratio compared to the baseline (10-node system) results. 

Table 5. Scalability Performance with Varying Node Counts 

Number of 
Nodes 

Dataset Size 
(GB) 

Processing Time 
(s) 

Throughput 
(MB/s) 

Speed-up 
Ratio 

10 100 248 412 1.0× 

25 100 120 825 2.1× 

50 500 256 1790 3.4× 

75 500 188 2360 4.2× 

100 1000 162 2985 5.1× 

 

This is shown in Table 5 which indicates that the proposed AIDCF framework is 
highly scalable and has a high computational efficiency with the increase in the number 
of distributed nodes. Processing time reduces by a great margin at 248s to 162s with 10 
nodes to 100 nodes respectively, and throughput increase to 412MB/s to 2985MB/s 
respectively, which signifies good utilization of resources. The close-to-linear speed-up 
ratio (5.1x with 100 nodes) demonstrates that there is efficient allocation of tasks to be 
done in parallel and lessen-communication bottlenecks. These findings substantiate the 
fact that federated learning and adaptive load distribution in AIDCF facilitate localization 
of data processing on every node and at the same time provide contributions to a world-
wide model, which is essentially more scalable, efficient, and robust compared to the 
traditional centralized architecture. 

 Comparative Model Performance 
A comparative performance analysis was conducted to evaluate the efficiency and 

effectiveness of the proposed AI-Enabled Distributed Cloud Framework (AIDCF) against 
three widely adopted frameworks—Baseline Cloud Analytics (BCA), DP-FedAvg, and 
SecureML. All frameworks were executed under identical experimental conditions, 
hardware configuration (16-core CPU, 64 GB RAM, 1 Gbps network bandwidth) and 
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node settings (10–100 distributed nodes) to ensure fairness and reproducibility. The 
datasets were generated synthetically to represent healthcare, IoT, and financial data 
streams, validated using standard distribution parameters to simulate real-world 
transaction patterns. The evaluation was based on four performance metrics: accuracy, 
average latency, throughput, and privacy loss (ε), which together represent 
computational performance, communication efficiency, and data confidentiality 
protection. Table 6 and Figure 2 depict the comparative model performance metrics 

Table 6. Comparative Model Performance Metrics 

Framework Accuracy (%) 
Average Latency 

(ms) 
Throughput 

(MB/s) 
Privacy Loss 

(ε) 

Baseline Cloud 
Analytics (BCA) 

82.3 185 980 4.8 

DP-FedAvg 88.9 164 1250 2.5 

SecureML 90.1 152 1390 1.9 

Proposed AIDCF 93.7 139 1585 1.3 

 

 
Figure 2. Graphical Representation of Comparative Model Performance Metrics 

Table 6 demonstrates that the proposed AIDCF framework achieves superior 
accuracy, lower latency, higher throughput, and stronger privacy preservation compared 
to benchmark models. It outperforms SecureML (90.1%) and DP-FedAvg (88.9%) with a 
higher accuracy of 93.7%, validating the effectiveness of adaptive federated aggregation 
and intelligent model optimization. The reduced latency (139 ms) and highest 
throughput (1585 MB/s) indicate efficient communication scheduling and reduced 
synchronization overhead due to optimized encrypted aggregation. Furthermore, the 
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lowest privacy loss (ε = 1.3) indicates stronger confidentiality protection through the 
integration of differential privacy noise and homomorphic encryption, ensuring secure 
collaborative learning without exposing sensitive information. These results confirm the 
practical advantage and real-world applicability of AIDCF as a privacy-aware, high-
performance distributed analytics framework for Big Data environments. 

 Privacy Preservation Analysis 
To understand whether the proposed AIDCF framework is effective to ensure data 

confidentiality, the analysis of privacy preservation was done through the use of the 
differential privacy settings with different noise levels (see Table 7). One of the 
determinants of the strength of differential privacy (the parameter of privacy loss ε) was 
experimented with various configurations to analyse the correlation between injected 
noise, model accuracy, and data utility. This discussion was to identify the balance 
between privacy of data and performance of the analysis since too much noise may 
compromise the accuracy of the model and too little may reveal sensitive information. 

Table 7. Privacy Preservation with Differential Privacy Settings 

Epsilon (ε) Noise Level (Δ) Accuracy (%) Privacy Loss (ε) Data Utility (%) 

0.5 High 89.4 0.5 93.8 

1.0 Moderate 91.2 1.0 95.7 

2.0 Low 93.7 2.0 98.3 

3.0 Minimal 95.1 3.0 99.2 

 

Table 7 illustrates the privacy–utility trade-off achieved through differential privacy 
configuration in the AIDCF framework. Lower ε values (ε = 0.5) provide stronger privacy 
protection (privacy loss = 0.5) but result in reduced accuracy (89.4%) and utility (93.8%). 
As ε increases, privacy protection decreases but model accuracy and utility increase, 
achieving 95.1% accuracy and 99.2% utility at ε = 3.0. 
The optimal balance is observed at ε = 1.0, where privacy preservation remains strong 
and accuracy-utility performance remains stable (91.2% and 95.7%). 
This confirms that AIDCF effectively maintains privacy while retaining high data utility, 
demonstrating the robustness of integrating federated learning and differential privacy 
with encrypted aggregation. 

Computational Efficiency and Resource Utilization 
To extend the evaluation of scalability and operational sustainability of the proposed 

AI-Enabled Distributed Cloud Framework (AIDCF), a computational efficiency 
assessment was performed. This assessment compared key resource utilization metrics—
including CPU usage, memory consumption, processing time, and overall computational 
efficiency across privacy-preserving distributed learning models. The experiment was 
conducted using controlled hardware settings (16-core CPU, 64 GB RAM, and 1 Gbps 



	
	465	 AI-Enabled	Distributed	Cloud	Frameworks	for	Big	Data	Analytics	with	Privacy	Preservation	

network bandwidth) to ensure result consistency, and the tests were performed under 
identical workload environments to determine resource optimization capabilities when 
operating on large-scale data. Efficient resource utilization is essential in distributed 
cloud environments where performance affects cost control, energy consumption, and 
system responsiveness. Table 8 and Figure 3 depict the resource utilization comparison.  

Table 8: Resource Utilization Comparison 

Framework 
CPU Utilization 

(%) 
Memory Usage 

(GB) 
Processing Time 

(s) 
Efficiency 

(%) 

BCA 78.2 11.5 265 71.3 

DP-FedAvg 74.9 10.2 232 76.9 

SecureML 70.3 9.4 201 82.1 

AIDCF (Proposed) 66.8 8.9 162 89.5 

 

 
Figure 3. Graphical Representation of Resource Utilization Comparison 

Table 8 shows that the proposed AIDCF framework demonstrates significantly 
improved resource efficiency compared to the baseline and benchmark models. AIDCF 
produces the lowest CPU utilization (66.8%) and memory usage (8.9 GB), indicating 
superior resource allocation. The minimum processing time of 162 s also reflects 
improved task distribution and reduced communication overhead compared to BCA (265 
s), DP-FedAvg (232 s), and SecureML (201 s). 
The overall efficiency score of 89.5% the highest among all frameworks demonstrates 
improved system optimization, enabling enhanced performance with lower computing 
overhead. These results confirm that AIDCF provides a computationally efficient and 
cost-effective solution suitable for large-scale and resource-intensive applications. 
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Latency and Response Time Evaluation 
Latency and response time are critical performance metrics in distributed Big Data 

analytics, directly affecting user experience and real-time system responsiveness. To 
evaluate latency sensitivity of the proposed AIDCF framework, latency measurements 
were taken across varying dataset volumes (100 GB to 1 TB) and compared against 
existing models, see Figure 4. This analysis quantifies the efficiency of data transmission, 
synchronization, and computational coordination among distributed nodes. 

 

Figure 4. Latency Evaluation for Different Data Volumes 

The above figure shows that AIDCF consistently achieves lower latency across all 
dataset sizes compared to BCA, DP-FedAvg, and SecureML. For example, AIDCF records 
163 ms latency for a 1000-GB dataset, significantly outperforming BCA (225 ms), DP-
FedAvg (211 ms) and SecureML (188 ms). This performance trend validates that the 
architectural features of AIDCF like adaptive federated aggregation, optimized encrypted 
communication, and dynamic load balancing help maintain lower response time even 
with increasing data volumes. Overall, the results confirm that AIDCF supports real-
time, low-latency distributed analytics suitable for large-scale environments. 

Statistical Validation 
In order to verify reliability and strength of the identified performance improvement 

across various frameworks, one-way ANOVA (Analysis of Variance) test was performed. 
This statistical test was employed to determine the statistical significance of the 
differences in the performance indicators including accuracy, latency, loss in privacy, and 
throughput or just a chance occurrence. The performance of the proposed AIDCF 
framework was compared to the result of the baseline models, such as BCA, DP-FedAvg, 
and SecureML. 

Table 9: ANOVA Test for Performance Comparison 
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Accuracy 18.32 0.003 0.05 Significant 

Latency 14.85 0.005 0.05 Significant 

Privacy Loss 21.11 0.002 0.05 Significant 

Throughput 16.72 0.004 0.05 Significant 

 

The ANOVA results indicate that all p-values fall below the significance threshold (α 
= 0.05), confirming that the differences in performance metrics across frameworks are 
statistically significant. The high F-values across metrics accuracy (18.32), latency (14.85), 
privacy loss (21.11), and throughput (16.72) validate that the improvements achieved by 
AIDCF are not due to random fluctuations but reflect genuine architectural and 
algorithmic advancements. Thus, statistical validation supports the conclusion that 
AIDCF’s enhancements in accuracy, privacy preservation, latency, and throughput are 
meaningfully superior to competing approaches. 

 

SUMMARY AND CONCLUSION  
The rapid growth of Big Data and AI-powered analytics has emphasized the 

limitations of traditional centralized cloud systems, particularly concerning scalability, 
latency, resource overhead, and privacy vulnerabilities. To address these challenges, this 
study proposed a novel AI-Enabled Distributed Cloud Framework (AIDCF) that 
integrates federated learning, differential privacy, and homomorphic encryption to 
enable secure and scalable Big Data analytics without requiring centralized data sharing. 
The framework was experimentally evaluated using synthetic healthcare, financial, and 
IoT datasets ranging from 100 GB to 1 TB over distributed cloud environments with 10–
100 nodes. The results demonstrate that AIDCF outperforms existing benchmark models 
such as BCA, DP-FedAvg, and SecureML, achieving higher accuracy (93.7%), lower 
latency (139 ms), greater throughput (1585 MB/s), and minimal privacy loss (ε = 1.3), 
along with efficient resource utilization and reduced computational overhead (89.5% 
efficiency). ANOVA statistical validation confirmed that these improvements are 
significant (p < 0.05) and arise from architectural advancements rather than random 
variation. Overall, the study verifies that AIDCF provides a balanced and effective 
solution for real-time, high-volume, and privacy-sensitive environments, addressing 
critical gaps left by existing federated and privacy-preserving approaches. Future work 
will include evaluation with real-world public datasets and enhancements toward 
communication-efficient and energy-aware heterogeneous edge–cloud coordination. 

The recommendations of the study are as follows:  

• Application to Real-World Uses: Introduce AI-based distributed cloud solutions in 
industries with sensitive and large-scale data (e.g., healthcare, finance, smart cities) 
to improve analytics without violating privacy. 
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• Improved Privacy Methods: Research hybrid privacy solutions (differential 
privacy, homomorphic encryption, secure multi-party computation) to have a 
stronger data confidentiality. 

• Edge and IoT Integration: Add additional edge and IoT nodes to minimize the 
delay and enhance real time decentralized decision making. 

• Adaptive AI Models: Combine adaptive and reinforcement learning models to the 
dynamic allocation of resources and optimization of tasks under different 
workloads. 

• Energy and Cost Efficiency scale: large-scale distributed AI systems can be 
optimized to be energy efficient and cost-effective and be deployed sustainably in 
industries. 

To sum up, the suggested AIDCF offers a strong, scalable, and privacy-aware solution 
to state-of-the-art Big Data analytics, which can be used in future projects of secure and 
AI-driven distributed cloud computing. 
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