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Abstract

Security Operations Centers (SOCs) increasingly employ artificial intelligence (Al) to detect, filter,
prioritize, and interpret security alerts. However, the effectiveness of Al-assisted cybersecurity
depends not only on detection accuracy but also on how analysts interpret and act upon Al-generated
recommendations. This paper examines human—AI decision-making in SOCs as a socio-technical
process shaped by cognitive biases and Al transparency. Particular attention is given to automation
bias, algorithm aversion, and confirmation bias, as well as the roles of explanations, supporting
evidence, and uncertainty communication in Al-assisted alert management. A layered conceptual
framework is proposed, comprising the human layer, the Al detection layer, and the human-AI
interaction layer. The framework conceptualizes decision reliability as a function of cognitive bias,
explanation quality, uncertainty communication, workload, and calibrated trust. Three testable
hypotheses are formulated and operationalized through measurable indicators, including unverified
acceptance of Al recommendations, false dismissal rates, hypothesis revision behavior, and trust
alignment. The framework is developed through a focused semi-systematic synthesis of the literature
on human-AI decision-making, trust calibration, explainable Al, cognitive biases, and SOC
operations. To support future empirical evaluation, a reproducible validation approach is outlined,
incorporating hypothesis operationalization, planned statistical analyses, and agent-based
simulation. A structured comparison with existing human—-AI decision-making models and SOC-
related studies is conducted to clarify the framework’s contributions and limitations. The study
contributes a theoretically grounded and empirically testable framework for investigating decision
reliability in Al-assisted SOC environments, highlighting the interplay among cognitive bias,
transparency, workload, and trust while reserving the assessment of predictive validity for future

empirical research.
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INTRODUCTION

Contemporary Security Operations Centers (SOCs) increasingly rely on collaboration
between machine-learning-based detection systems and human analysts. Security alerts
are generated, prioritized, investigated, and interpreted through a combination of
algorithmic analysis and human judgment, creating a socio-technical environment in
which cybersecurity outcomes depend on both technological performance and human
decision-making [1]. While Al-driven systems enhance the speed and scale of threat
detection, effective cybersecurity operations require analysts to critically evaluate Al-
generated recommendations rather than accept them uncritically. Consequently, the
effectiveness of human—Al collaboration depends not only on the accuracy of detection

algorithms but also on the quality of the decision-making processes that govern their use.

Al-based cybersecurity solutions are widely applied in intrusion detection, distributed
denial-of-service (DDoS) mitigation, web application protection, and Internet of Things
(IoT) security monitoring [2, 3]. Previous studies have demonstrated the effectiveness of
machine learning and blockchain-enabled approaches in identifying and mitigating
cybersecurity threats, including DDoS attacks and IoT-based intrusions [4-6]. However,
the practical value of these technologies extends beyond their detection capabilities. Their
effectiveness ultimately depends on how analysts interpret system outputs and whether
they choose to trust, verify, or override Al-generated recommendations during operational
decision-making [3].

Human decision-making in SOC environments is often performed under conditions
characterized by high workloads, time pressure, and information uncertainty [7-9]. Under
such circumstances, analysts may be influenced by cognitive biases, prior beliefs, fatigue,
and limited attentional resources. Although Al systems can process large volumes of data
consistently and efficiently, their outputs may contain uncertainty, limited contextual
information, or explanations that are difficult to interpret. As cybersecurity technologies
continue to evolve through advances in detection methods, encryption mechanisms, and
automated defense strategies [10], a critical challenge remains the development of security
systems that account for human cognitive processes rather than treating them as external
factors. While the human factor in cybersecurity is frequently discussed in relation to user
awareness and education [11], within SOC environments it is represented by professional

analysts whose decisions directly influence operational outcomes.

The interaction between human cognition and Al-assisted automation constitutes the
central focus of this study. In particular, the study examines how overreliance on
automation may encourage analysts to accept Al-generated recommendations without
sufficient verification, while excessive distrust or previous experiences with inaccurate
alerts may lead to the rejection of valid system recommendations [8, 12]. These tendencies
are further influenced by confirmation bias, which may encourage individuals to seek
information that supports existing assumptions while discounting contradictory
evidence [7]. The limited transparency of many Al systems can further amplify these
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effects by making it more difficult for analysts to evaluate the reasoning underlying

algorithmic outputs.

From a practical perspective, effective SOC performance requires security systems that
incorporate principles of human psychology alongside technological capabilities.
Successful collaboration between analysts and Al systems depends on appropriately
calibrated trust, whereby system recommendations are neither accepted uncritically nor
dismissed without justification. In this context, explainability, uncertainty communication,
feedback mechanisms, and meaningful human oversight become essential components of

reliable cybersecurity decision-making rather than optional system features.

A review of the existing literature reveals three important research gaps. First, although
explanation design and trust calibration have been extensively investigated in general
human-Al decision-making contexts, the relationship between transparency and
workload within SOC triage processes remains insufficiently understood. Second, existing
SOC-oriented frameworks addressing autonomy, oversight, and human-in-the-loop
operations rarely incorporate cognitive mechanisms such as automation bias, algorithm
aversion, and confirmation bias in a systematic manner. Third, these cognitive mechanisms
have seldom been integrated into a unified and empirically testable framework tailored to
SOC environments. To address these gaps, this study develops a conceptual framework
that integrates cognitive biases with explanation design, uncertainty communication,
workload, and dynamic trust. The proposed framework aims to support the systematic
investigation of decision reliability in Al-assisted SOC operations and to provide a

foundation for future empirical validation.

RELATED WORK

One aspect that is considered to be inherent in explainable Al (XAl) is its role as a
baseline for using Al in security because the analyst has to validate the alert and provide
arguments for decisions such as containment or escalation [2, 13]. However, producing an
explanation is only one side of the coin. Evaluating the quality of an explanation with
regard to its accuracy, usefulness, and usability is another challenge in the area of research
[14-16].

When studying the interaction between a human and an Al in the process of decision
making, confidence communication and explanation design influence the degree of trust
people put into the system [17-19]. It has been shown experimentally that confidence and
explanation design impact decision accuracy and trust calibration in Al-supported
decisions [9, 19-21] and that the right design of these aspects helps avoid over-reliance on
the AI [21, 22]. Trust is also shaped by broader perceptions of system trustworthiness,
including reliability, transparency, accountability, and the socio-technical context in which
the Al system is deployed [15, 23].

Cognitive theories of human-Al interaction provide evidence of how biases like

automation bias, confirmation bias, and algorithm aversion affect the interpretation of
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evidence and decision-making under uncertainty [7, 24]. In addition, studies of human-in-
the-loop machine learning draw a similar conclusion: in critical settings, ML algorithms
should be designed to encourage interactive verification and learning instead of being

passive predictors [25].

From trust calibration literature, it is found that the reliance can be observed and
adjusted using behavioral cues adaptively [26], whereas from meta-analyses, it is reported
that XAI may not inherently improve the decision-making beyond mere Al-based support
[27]. Later research gets more closer to operationalized Human-AI teaming. Autonomy
levels and roles of humans in the loop for SOC tasks are defined by [28], while [29]
experimentally demonstrate that automation transparency and decision suggestions
impact accuracy, workload, trust, and usability in a non-cybersecurity task. Also, from a
qualitative meta-analysis of empirical Human-AlI systems, it is demonstrated that hybrid
performance is determined by human-Al-task-interaction variables [30, 31]. These
literature reviews highlight the significance of trust, transparency, and the importance of
task context, but none of these consider workload, cognitive biases, and decision

robustness together for SOC triage.

Applied cybersecurity research in turn has shown the potential of machine learning,
blockchain and intelligent control mechanisms for cyber defense, such as DDoS detection
and mitigation, IoT intrusion detection and resilient next-generation network
infrastructures [4-6, 32, 33]. These works solidify the technical basis of Al-assisted
cybersecurity, but they do not directly address how analysts cognitively engage with Al
outputs under workload, uncertainty, and alert fatigue. Thus, this paper contributes to the
technical literature by highlighting the human—AI decision layer.

Research Gaps and Contributions

Table 1 contrasts the current approach with the most relevant streams of previous
research. It reveals a continuing dilemma regarding the balance between empiricism and
SOC-specificity. While experiments in [20, 22, 26, 29] offer concrete findings on confidence,
explanations, reliance, transparency, and trust calibration, these are based on activities that
fall outside SOC triage and typically focus onjust one element at a time. On the other hand,
while the SOC-centered framework by [28] defines autonomy levels, human monitoring,
and trust levels in an operational way, cognitive biases of the analysts are left out of its
formal framework. What the current approach brings to the table is not necessarily that it
already beats these existing models, but rather that it links them together.

The uniqueness of this research comes from the way it combines and operationalizes
distinct components of human cognition, artificial intelligence, and situational factors into
a coherent decision-making process in the field of cybersecurity. It does not attempt to
contribute to an already large pool of XAl algorithms and trust models but rather proposes
a relationship between cognitive biases, explanation quality, uncertainty cues, workload,
and trust calibration and its impact on decision reliability during SOC triage. An
interesting feature of the proposed framework is that it introduces the interaction terms

ExW and UxW, which imply that the value of explanations and uncertainty cues might
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differ depending on the workload. In other words, it goes beyond models where trust-

related variables are only considered in their isolated form or as simple add-ons and makes

it possible to explore their context-dependent effects. Finally, the connections proposed by

this framework can be associated with concrete outcomes, such as automation bias, false

dismissal, triage accuracy, and proper escalation decisions. In conclusion, the research

contribution here is more conceptual and operational in nature than empirical.

Table 1. Comparison of the Proposed Model with Existing State-Of-The-Art Approaches

Study Focus Key features Evaluation / Biases Limitation relative
quantitative addressed to this work
basis
[13] XAI Taxonomy of Narrative — Broad XAI
survey explanation survey taxonomy; no
methods analyst-bias,
workload, or SOC
decision model.
[20] Confidenc  Case-specific Two controlled  Over- Shows that
e and confidenceand  human Junder- confidence can
explanatio  local experiments; reliance improve trust
nin Al- explanations generic decision calibration, but the
assisted task task is not SOC-
decisions specific and does
not model
workload or
multiple biases.
[22] Explanatio Cognitive-effort Five controlled = Automation- Demonstrates that
ns and account of studies; N=731 related over-  verification cost
over- reliance reliance matters, but does
reliance not integrate SOC
workload, trust
dynamics, and
multiple bias
mechanisms.
[25] Human- Taxonomy of State-of-the-art — Human
in-the- interactive review participation is
loop ML learning structured broadly;
trust calibration
and SOC decision
reliability are not
formalized.
[26] Adaptive ~ Behavior-based  Online drone- Over-trust/  Provides a
trust detection of simulator under-trust measurable trust-
calibration miscalibrated experiment; 116 calibration
trust and analyzed mechanism, but not
calibration cues  participants SOC-specific and

does not combine
workload with
multiple cognitive
biases.
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[27] Utility of
XAlin
human-AI
decision-

making

SOC
human-AI
autonomy

framewor
k

[29] Automati
on
transparen
cy and
decision
recommen

dations

[4-6, 32,
33]

ML/blocke
hain-
based
cybersecur
ity and
IoT/6G
security

This work  Joint bias-
transparen
cy-trust
model for
SOC

triage

Cross-study
evidence on
XAl-assisted
performance

Five autonomy
levels, HITL
roles, task-
specific trust
thresholds

Additional
information,
recommendatio
ns, trust,
workload,
usability

Detection,
mitigation,
trustworthiness,
resilience

Layered model;
trust surface;
calibration
cycle; D=£(B, E,
U, W, T); H1-H3

Structured
review
identified 33
relevant articles;
statistical meta-
analysis

2025 preprint;
conceptual
framework with
simulated
cyber-range
illustration

Controlled
experiment; N =
142; 120 mission
trials per
participant

Applied
cybersecurity
studies /
systematic
review

Theoretical;
explicit
operationalizati
on, planned
mixed-effects
tests, and agent-
based
validation
protocol

Reliance in
general

Trust/
oversight

Misuse /
disuse of
automated
advice

Automation
bias,
algorithm
aversion,
confirmation
bias

Human-Al Interaction in Cybersecurity: A Theoretical Study on Cognitive Bias and Decision Reliability

Finds
heterogeneous XAI
effects; no SOC-
specific model
linking workload,
bias type, and
decision reliability.

Closest SOC-
oriented
comparator, but
autonomy is the
organizing
construct; analyst
cognitive biases
and a joint
reliability equation
are not formalized.

Strong human-
factors evidence,
butin an
uninhabited-
vehicle task rather
than SOC triage
and without a
multi-bias model.

Technical security
mechanisms are
addressed, but
analyst trust,
cognitive bias, and
collaborative
decision reliability
are outside their
evaluation scope.

Integrates the
constructs in one
testable SOC
structure, but
empirical
superiority is not
claimed until the
validation protocol
is executed.

The comparison shows that the current approaches make a strong but mostly isolated

contribution to human—AlI cybersecurity decision-making. XAl-focused studies show that

it is necessary to focus on the qualities of explanations, their transparency, and evidences

which allow humans to verify them, but there is no clear link between these elements and

workload and cognitive biases in SOC triage [13-15]. Studies related to human-AI decision-
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making reveal more about the role of trust, confidence, reliance, and explanations, but most
of them are conducted in a general environment of decision-making and not in the
environment of security operations where alerts are numerous, deadlines are tight, and
false alarms influence the analysts' behavior [19-22]. Thus, they describe the mechanisms

of human-AlI reliance but do not form a complete framework for SOC.

Another avenue of research is related to adaptive calibration of trust and human-in-the-
loop learning. Authors in [26] show the possibility of trust calibration based on behavior
of users, while in [25] discuss the ways to consider the role of human in interactive machine
learning process. Both approaches can be considered essential because they make it
possible to avoid static assumptions about the level of trust. However, neither of them
considers the impact of workload, multiple cognitive biases, explanation quality, and
uncertainty communication on decision reliability. Also, according to the meta-analysis
conducted by [27], the effect of XAI is heterogeneous. Therefore, explanations are not
effective in improving decisions in general cases. This information is especially relevant in

the case of SOC, where the use of explanations is time- and cognition-dependent.

In the more recent research on SOC, the conversation gets a lot closer to the practicalities
of cybersecurity operations. The study in [28] develop autonomy categories for human-Al
interactions, the role of humans in the loop, and trust issues related to the specific tasks.
The focus, however, is again on autonomy, whereas automation bias, algorithm aversion,
and confirmation bias do not get a place in the model of decision-making process. Authors
in [29] conduct an experiment that proves that transparency and automatic
recommendations can affect trust, workload, usability, and decision-making process. But
this study does not happen within the realm of cybersecurity, which means that the
experiment does not take into account the specific impact of alert fatigue, false positives,
escalation decisions, and accuracy of security triage. Applied studies in cybersecurity [4—
6, 32, 33] prove the importance of intelligent detection, mitigation and resilient security
mechanisms, but the target of their evaluation is system-level security outcomes and not

human-AlI cognitive interaction.

As a result, the state of the art shows the existence of structural gap in relation to the
issue at hand rather than the absence of relevant research. Current research describes
separate aspects of the problem, such as explanation quality, trust, workload, cognitive
biases, human oversight, and cybersecurity threat detection, yet there are few studies that
analyze these elements in the context of their being part of one decision-making system of
SOC triage. Contribution of the proposed framework is thus integrative in nature and
practical rather than an attempt to outperform existing models empirically. In particular,
the framework enables to examine and then test if the performance of explanations and
uncertainty cues is affected by workload and if this affects over-reliance, false dismissals,
hypothesis revision, and escalation.

The following Figure 1 highlights the conceptual positioning of the framework through
the integration of the key dimensions found in current approaches into a single socio-

technical cybersecurity decision-making framework.
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HUMAN-AI CYBERSECURITY DECISION-MAKING

TRUST &
HUMAN-AI
XAl APPROACHES RELIANCE CYBERSECURITY Al
. DECISION .
Explanation Trust . Detection
; Human oversight A
Transparency Reliance L Alert prioritization
L Cognitive factors
Calibration

! ! ! !

PROPOSED SOCIO-TECHNICAL FRAMEWORK
Human cognition < Al support < Operational context
Cognitive bias * Explanation quality « Uncertainty cues < Workload
Human-Al decision interface — Trust calibration

l

Timely Evidence-based Appropriate Decision
triage decision escalation reliability

Figure 1. Conceptual Comparison of Existing Human-AI Approaches and the Proposed Socio-

Technical Cybersecurity Framework.

The reason why this context-dependent approach is important is that the same AI help
canyield different results depending on the circumstances under which it is employed. An
explanation that would work well in case an analyst has enough time to analyze the
evidence can work poorly in case of high workload and time pressure. The same thing can
happen with the uncertainty information as well it might lead the analyst to show proper

caution in certain situations and be ignored in others.

Additionally, this positioning highlights the capabilities that this proposed approach
offers beyond those provided by the reviewed techniques when taken together. Instead of
viewing trust calibration as a stand-alone characteristic of the Al system and explanation
as a general good user interface design principle, this framework considers reliance as a
situational decision process. The workload becomes the situational condition that impacts
the effectiveness of transparency, whereas cognitive bias serves as the behavioural channel
for this impact on decision-making. This framework thus enables future empirical research
not only to determine if an analyst trusts the Al system, but if such trust is calibrated to the

reliability of the Al system and leads to effective security decisions.

Furthermore, the quantitative data casts doubt on another typical assumption that
underlies most XAI research: more explanation is not necessarily better. Specifically, the
study at [22] demonstrate in five different experiments (N = 731) that over-reliance alters
the effort needed to verify an Al's recommendation, while in [27] meta-analysis of
numerous studies finds heterogeneity of the benefit and absence of any clear superiority
of explanations over Al prediction accuracy. This point is critical for SOC analysis as an
explanation may be very informative from the theoretical perspective but practically

irrelevant due to the lack of time for its analysis by the analyst. Thus, in the proposed
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framework, E and U are modeled as the elements whose impact might be contingent on
workload W.

Although the literature extends the scope of the problem, the problem itself is still not
solved yet. Namely, surveys of human-centric XAI suggest to focus on linking explanation
evaluation and cognitive/social factors [34], self-confidence calibration was shown to affect
appropriate reliance on Al [35], and a systematic qualitative analysis of 206 empirical
studies on human/AlI interaction identified interacting human, Al, task, and interaction
factors [30]. Although these are significant findings, they have a general nature. In terms
of SOC triage, the question remains open about the role of workload, explanation,
uncertainty, trust, and analyst biases in making observable security decisions such as

acceptance, false dismissal, and escalation.

METHODOLOGY

The present study adopts a theoretical and conceptual research design where therefore
no empirical data are collected or analyzed. The proposed framework is developed
through a focused synthesis of the relevant literature, followed by construct mapping and
the formulation of a prospective validation strategy. The literature synthesis serves
primarily to identify, critically examine, and integrate established concepts related to
human-Al decision-making, cognitive bias, trust calibration, explainable artificial

intelligence, uncertainty communication, workload, and SOC operations.

The objective of the literature synthesis is theoretical development and critical
integration rather than the production of an exhaustive systematic review. Accordingly,
the reviewed literature is used to establish the conceptual foundations of the proposed
framework, identify relationships among its principal constructs, and derive testable
hypotheses and corresponding indicators. The resulting framework provides a structured

basis for future empirical investigation and validation in operational SOC environments.
Literature Selection and Synthesis

The evidentiary basis is the scholarly literature corpus cited in the manuscript and has
been structured around five interrelated themes: (i) trust calibration and appropriate
reliance; (ii) explainability and explanation quality; (iii) confidence and uncertainty
communication; (iv) cognitive bias in human-Al decision making; and (v) cybersecurity,
SOC, and human-in-the-loop operation. Only those works have been retained in the
conceptual synthesis which directly contributed to a model construct (B, E, U, W, T, or D),
a relationship between two constructs or the context of SOC decision-making. Empirical
studies, systematic reviews, and meta-analyses were preferred when making a claim
regarding human behavior. SOC specific conceptual contributions have been retained only
for the purpose of defining domain, while non-peer-reviewed publications are cited as
such and not treated as empirical evidence. Technical detection methods [4-6, 32] have been

utilized to establish the cyber security context but not cognitive mechanisms.
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As part of the present study, the selected literature was systematically compared using
a common analytical framework comprising the research domain, study design,
quantitative or qualitative orientation, human—Al construct of interest, cognitive bias
examined, and limitations relevant to SOC triage. This analytical framework is
summarized in Table 1. The comparison was conducted to assess the theoretical basis of
the constructs incorporated into the proposed framework and to identify relationships and
combinations that remain insufficiently specified in the existing literature. Particular
attention was given to studies addressing explanations and confidence, which were
examined separately from the literature concerning SOC autonomy, oversight, and
human-in-the-loop processes. This distinction was maintained to ensure that the proposed
contribution was not derived solely from overlapping research domains, but instead
emerged from the integration of complementary strands of literature that have been

insufficiently connected in the context of SOC decision-making.
Framework Derivation

The proposed framework was derived through three stages. First, recurrent human-Al
failure mechanisms identified in the literature were mapped across three analytical levels:
the analyst level, encompassing automation bias, algorithm aversion, confirmation bias,
workload, and fatigue; the Al/interface level, encompassing explanation quality and
uncertainty communication; and the relational level, encompassing trust calibration.
Second, these concepts were operationally organized into the principal constructs B, E, U,
W, and T, with decision reliability D defined as the principal outcome construct. Third, the
directional relationships identified in the literature were formalized as propositions (P1)-
(P3) and subsequently translated into testable hypotheses (H1)-(H3), together with

corresponding observable indicators.

The directional signs specified in the first-order model represent theoretically grounded
expectations derived from the reviewed literature rather than empirically estimated
coefficients. Accordingly, the mathematical formulation serves to specify the relationships
and assumptions that can be subjected to future empirical testing; it should not be
interpreted as evidence of empirical validation. The proposed framework therefore
provides a formal theoretical structure for subsequent validation rather than claiming

empirical confirmation of the hypothesized relationships.
The Reproducibility of the Conceptual Synthesis

To enable reproducible updating of the evidence base, future searches should include
various combinations of the key terms "human-AI" or "human-automation" along with
"trust calibration," "appropriate reliance,” "explainable Al" "automation bias," "algorithm

nn

aversion," "confirmation bias," "workload," "security operations center/SOC," "alert triage,"
and "human-in-the-loop." Updated papers should be added to the extraction frame utilized
in Table 1 before the frame itself is updated. Such an approach allows tracing updates while
recognizing that the current semi-systematic synthesis cannot encompass all relevant

literature.
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PROBLEM FORMULATION

This problem stems from the partnership of two suboptimal decision-makers: an
analyst operating within certain limitations of the cognitive and operational capacity and
an artificial intelligence system that may be correct but unsure or vague or hard to
understand. The former, under conditions of high alert volume and tight deadlines, may
fall victim to automation bias and follow the recommendations of the latter without proper
justification. Frequent mistakes will cause the reverse reaction, that is, algorithm aversion
and dismissal of future alerts due to them. Confirmation bias will cause limited
consideration of data in favor of a hypothesis already suggested. In case the system gives
a forecast without providing any proof or information about its uncertainty, there will be

nothing for an analyst to go on.
It leads to the following research question:

Research Question: How do cognitive biases and Al transparency (evidence,
explanations, and cues of confidence/uncertainty) interact to influence the analysts' trust
and decision-making, measured through triage accuracy, false dismissal rate, and

escalation appropriateness in SOC triage and incident response?

Figure 2 summarizes the main biases that shape how analysts rely on Al outputs in

these workflows.

SOC operating context: high alert volume « fatigue +« time pressure + workload (W)
v v \d
Automation bias (B1) Algorithm aversion (B2) Confirmation bias (Bs)
Uncritical acceptance of Dismissal of valid alerts Selective weighting of
Al recommendations after repeated false positives hypothesis-consistent evidence
:I(:;.p'::g:'r:;::::) > Analyst trust & reliance

U (uncertainty cues) (trust calibration, T)

!

Decision reliability (D) biases distort reliance (=)
accuracy * false dismissals * escalatior transparency supports calibration (+)

Figure 2. Cognitive Biases Influencing Analyst Trust and Decision Reliability in SOC Environments

THEORETICAL FRAMEWORK

From this perspective, SOC decision-making can be understood as a socio-technical
process in which outcomes emerge from the interaction between human cognition and
machine-based threat detection rather than from either component operating

independently. Accordingly, cybersecurity effectiveness depends not only on the
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performance of the Al-based detection system or the expertise of the analyst, but also on

the quality of coordination between them through the human-AI interface.

At the human level, analyst decision-making is informed by domain expertise and
situational awareness, while also being influenced by operational factors such as workload,
fatigue, and time pressure. These conditions may contribute to established cognitive biases
and affect how information is interpreted, evaluated, and acted upon, including decisions
concerning alert escalation [24]. At the machine level, Al-based detection systems
aggregate telemetry from multiple sources, prioritize potential threats, and estimate the
likelihood that detected events represent genuine security incidents. Where supported by
the system design, these outputs may also include explanations and confidence estimates

intended to facilitate analyst verification and interpretation [13, 14].

At the human—Al interface, machine-generated outputs are translated into information
that supports operational decision-making. The interface determines how alerts, findings,
confidence estimates, and recommendations are presented to analysts, as well as the extent
to which analysts can challenge, reject, annotate, or provide feedback on system outputs.
Because trust in the Al system is formed and adjusted through this interaction, the interface
is conceptualized in this study as the trust surface of the human—Al system. Figure 3

illustrates these components and their bidirectional interactions.

HUMAN LAYER — SOC analyst

Domain expertise * situational awareness * hypothesis formation
Shaped by workload (W), fatigue and time pressure — automation bias, algorithm aversion, confirmation bias (B)

- presentation 1 1 interaction b
Y

INTERFACE LAYER — the “trust surface”

Alert presentation = evidence-first explanations (E) = confidence / uncertainty cues (U)
Analyst actions: verify, challenge, annotate, override, escalate -+ where reliance decisions are made

‘t outputs t 1 feedback i‘
A

Al LAYER — detection & triage pipeline

Telemetry aggregation + anomaly detection + alert ranking and prioritisation
Prediction confidence * explanation generation * post-decision feedback intake

Figure 3. Socio-Technical Layers of Human—AI Decision-Making in Cybersecurity Operations

Trust calibration refers to the ongoing process in which the analyst modifies his level
of trust for the system based on its performance, explanation, uncertainty, and situational
requirements [19, 20, 22, 26]. The trust calibration process will be effective if the system
makes strong evidence available to the user easily, conveys uncertainty clearly [8, 19],
considers the alternative hypothesis, and gives feedback to the decision [1, 3, 17, 25]. This

cycle has been illustrated in Figure 4. Here the system creates an alert signal, the analyst
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tries to interpret it in the context, and the feedback from his process of verification,

overriding, escalation, and outcome will be used for future reliance.

1. Al raises alert
(evidence E, uncertainty U)

a ™

5. Trust update 2. Analyst interprets
Tesa = Te + A(Perfe — Expe) TRUST alert in context (W, B)
CALIBRATION
CYCLE
reliance converges toward
the system's actual reliability
4. Outcome feedback 3. Decision
verification, ground truth accept ¢ override * escalate

Figure 4. Trust Calibration Cycle Between Human Analysts & Al Systems in SOC Decision-Making

These considerations lead to the following three propositions:

P1: When workloads are high and time is tight, automation bias increases unless
explanations enable verification for the analyst.

P2: False positives in the absence of an explanation rationale decrease trust and
increase the likelihood of overlooking valid alarms.

P3: Evidence-based explanations, combined with cues and alternative hypotheses

about uncertainty, reduce confirmation bias.

To make these propositions falsifiable, we restate each one as a hypothesis with a

concrete measurement:

H1 (from P1): Under high workload, the rate of unverified acceptance of Al
recommendations (automation-bias index) is significantly higher than under low
workload, and evidence-first explanations with uncertainty cues significantly reduce

this rate relative to standard alerts.

H2 (from P2): A chain of false alarms without a clear explanation greatly reduces
trust and increases the rate of false dismissals for future real alarms; presenting the
distinguishing evidence solves both problems.

H3 (from P3): Explanation followed by evidence, uncertainty indicators, and an
alternative hypothesis result in high hypothesis revision rates (low confirmation

bias), with trust being more in line with the reliability of the system.
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Formalization of the Trust-Reliability Model
This construct can be reduced to six variables that include decision reliability D (the
quality of the triage decisions made by the analyst compared with reality), cognitive bias
B, explanation E, uncertainty U, workload W, and trust calibration T. The most general
model of this construct is
D=f(B,E U W,T), @)
that is, as a first-order approximation, written in the following linear format:
D=a(1-B)+BE+yU-0oW+eT, )
where a, 3, v, , and ¢ are non-negative coefficients to be estimated empirically. In order
to be comparable, B, E, U, W, T, and a continuous form of D can be scaled to {0,1}. Bias is
assumed to be context-dependent: B = f(W, fatigue, mistakes made before). Similarly, trust
depends on interface characteristics and experience, T = {f(E, U, past performance), and is
updated via a simple learning rule:
T, ++=T, + APerformance, — Expectation; ), (3)
where A denotes the learning rate in trust calibration. Equation (2) is intentionally kept
as a first-order, hypothesis-generating equation. Signs encode the direction of expected
influence, as predicted by the literature: higher bias and workload are expected to decrease
reliability, while better explanations, uncertainty communication, and calibrated trust are
expected to increase reliability. Since H1 predicts that the influence of transparency
depends on workload, interaction terms need to be considered in the empirical

specification instead of assuming additivity of influences. One possible extension is
D=ao+ (1 -B)+BE+yU-0W + eT + 6;(E x W) + 0,(U x W)+, 4)

where 0; and 0, reflect whether explanation quality and uncertainty communication
have differing influences as a function of workload, and C is the error term. Equation (3) is
used to account for the history dependence assumed in P2/H2. Equation (4) must not be
estimated as a single composite model where the outcome variable is binary. Instead,
generalized linear mixed models need to be estimated for the case of unverified acceptance

or false dismissal.

Beyond current formulations of trust calibration, where explanations, uncertainty
communication, and workload are considered as distinct antecedents of trust or reliance
[19, 20, 22, 26], the inclusion of ExW and UxW in the proposed model makes it dependent
on operational workload. The aim is to see if the value of either explaining or
communicating uncertainty persists, diminishes, or increases under conditions of
increasing alert rate and time pressure. This differentiates the current model from an
additive perspective where transparency would always yield similar effects regardless of
context, and is consistent with a SOC perspective where interface assistance should still be
usable under high workload.
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Figure 5 illustrates the formal structure of the proposed trust-reliability framework that
relates the input variables and their impact on the reliability of decisions to the trust

updating process and the resulting propositions/hypotheses.

Mapping to propositions / hypotheses

W Workload -6
alerts per hour, time pressure P1/H1: 9B/oW > 0, attenuated by E and U
P2/H2: repeated false positives lower T unless E is provided
,/ P3/H3: E + U + alternative hypotheses reduce B
/
/ E Explanation quality +

] evidence-first rationale

I
|

| A
! \ Py . 213,
\ U Uncertainty communication \\ Decision reliability

\ calibrated confidence cues \

D=a(l-B) +BE + yU — 6W + €T

B Cognitive bias level

ged T = f(E, U, past performance)

B = f (W, fatigue, prior errors) /
/

T Trust calibration Operational outcomes

triage accuracy (F1) « false dismissal rate

Tear = Te + MPerf. = Exp) escalation appropriateness « time-to-triage

Figure 5. Formal Structure of the Proposed Trust—Reliability Model: Input Variables, Signed Effects
on Decision Reliability D, the Trust-Update Rule, and The Mapping to Propositions P1-P3 /
Hypotheses H1-H3.

Overall, the model assumes that interaction between humans and machines in decision-
making does not represent the process of transferring the decision from one agent to
another but rather an ongoing cycle in which transparency, interfaces, and feedback

determine whether trust will be an asset or a liability.

OPERATIONALIZATION AND VALIDATION DESIGN

These hypotheses should be falsifiable, and not merely rhetorical in nature. Table 2
provides an indication of the variables, observable indicators, null hypotheses, and
analysis that would be used in a SOC-like task in which behavior is separated from trust,
as the two do not have to be correlated. In order to test the triaging and escalation decision,

it is necessary to use ground truth tags for every alert.

Table 2. Operationalization of H1-H3 and Planned Statistical Tests

Hypothesis /null ~ Predictors / Primary Operational Planned analysis
manipulation outcomes measure

H1: Under high Workload Unverified Acceptance Mixed-effects logistic

workload, (low/high); acceptance; triage  without opening models for

unverified evidence-first accuracy; time-to-  supporting acceptance/accuracy;

acceptance explanation triage. evidence; correct mixed-effects linear or

increases, while

(absent/present);

triage / total;

survival model for
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evidence-first
explanations and
uncertainty cues
reduce it. HO1:
workload,
transparency, and
their interaction
have no effect on
unverified
acceptance.

H2: Repeated false
alarms increase
later false
dismissal and
trust-calibration
error;
distinguishing
evidence reduces
both. H02: false-
alarm history and
distinguishing
evidence do not
change later false
dismissal or trust
calibration.

H3: Evidence-first
explanations,
uncertainty cues,
and an alternative
hypothesis
increase
hypothesis
revision and
appropriate
escalation. HO3:
these interventions
do not affect
revision or
escalation.

H1: Under high
workload,
unverified
acceptance
increases, while
evidence-first

explanations and

uncertainty cue

(absent/present).

False-alarm
exposure;
distinguishing
evidence on
subsequent true

alert.

Evidence-first
explanation;
uncertainty cue;
alternative-
hypothesis
prompt.

Workload
(low/high);
evidence-first
explanation
(absent/present);

uncertainty cue

(absent/present).

False-dismissal
rate; trust-

calibration error.

Hypothesis
revision;
confirmation-bias
index; escalation

appropriateness.

Unverified
acceptance; triage
accuracy; time-to-

triage.

decision time in

seconds.

True alerts
incorrectly
dismissed / true
alerts; |'T— RAII
where RAT is
observed Al
reliability.

Revision after
disconfirming
evidence;
proportion of
disconfirming
evidence
inspected;
decision scored
against scenario

ground truth.

Acceptance
without opening
supporting
evidence; correct
triage / total;

decision time in

seconds.
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time; test WxE and

WxU interactions.

Mixed-effects logistic
model for false
dismissal; repeated-
measures/mixed-
effects model for
calibration error;
sequence and
evidence effects.

Mixed-effects
logistic/ordinal
models; compare
baseline with full
debiasing condition
and test analyst-level

random effects.

Mixed-effects logistic
models for
acceptance/accuracy;
mixed-effects linear or
survival model for
time; test WxE and

WxU interactions.
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uncertainty cues
reduce it. HO1:
workload,
transparency, and
their interaction
have no effect on
unverified
acceptance.

H2: Repeated false
alarms increase
later false
dismissal and
trust-calibration
error;
distinguishing
evidence reduces
both. H02: false-
alarm history and
distinguishing
evidence do not
change later false
dismissal or trust
calibration.

H3: Evidence-first
explanations,
uncertainty cues,
and an alternative
hypothesis
increase
hypothesis
revision and
appropriate
escalation. HO3:

these interventions

do not affect
revision or

escalation.

False-alarm
exposure;
distinguishing
evidence on
subsequent true

alert.

Evidence-first
explanation;
uncertainty cue;
alternative-
hypothesis
prompt.

False-dismissal
rate; trust-

calibration error.

Hypothesis
revision;
confirmation-bias
index; escalation

appropriateness.

True alerts
incorrectly
dismissed / true
alerts; |'T— RAII
where RAI is
observed Al
reliability.

Revision after
disconfirming
evidence;
proportion of
disconfirming
evidence
inspected;
decision scored
against scenario

ground truth.

Mixed-effects logistic
model for false
dismissal; repeated-
measures/mixed-
effects model for
calibration error;
sequence and

evidence effects.

Mixed-effects
logistic/ordinal
models; compare
baseline with full
debiasing condition
and test analyst-level

random effects.

Agent-Based Simulation Design

The first validation stage can be done without deriving any results from human

participants. Analyst agents are endowed with initial expertise, fatigue, current trust state

T, and bias propensity B. Every alert contains ground truth, Al recommendation, Al

reliability level RAI, explanation condition E, and uncertainty cue U. Workload W is

manipulated by varying the rate of alerts and decision-time constraints. In every triage, the
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analyst either accepts, verifies, overrides, discards, or escalates the recommendation; the
probabilities of these decisions are controlled by directional structure (Equations (2)-(4)),
and trust updates are done based on outcome feedback (Equation (3)). H1-H3 are tested
through running the alert sequence under controlled changes in workload, explanation,

uncertainty, false alarm history, and alternative hypothesis promptings.

Simulation validation should rely on repeating experiments with different random
seeds until confidence intervals of primary outcomes stabilize. Outputs should include
triage accuracy, unverified acceptance, false dismissal rate, escalation appropriateness,
time-to-triage, and trust-calibration error. Reliability validation should involve
reproducing the same experiment across random seeds, while sensitivity validation should
cover different settings for Al reliability, workload intensity, A, and model weights across
plausible ranges. The point of validation is not to tweak parameters until H1-H3 are proven
true; parameter ranges and decision rules should be predefined prior to running the

confirmatory experiments, including null outcomes.
Human and Qualitative Validation Pathway

The next step would be a replication study involving human participants who are
exposed to the same factorial conditions in a simulated SOC interface. Prior to recruiting
participants, the number of participants required to reach a pre-defined power should be
calculated. Besides the behavioral measures listed in Table 2, workload measure and short
trust-calibration test should be included in the protocol. If escalation appropriateness
needs to be judged by experts, the coding scheme should be created beforehand and used
to independently code the collected data, with the level of agreement reported. A
qualitative validation may consist of interviewing participants regarding reasons for
accepting, challenging, or ignoring Al recommendation. With a pre-specified coding
scheme and independent coding, it is possible to differentiate explanation usefulness,
workload effects, distrust due to false alarms, and confirmation-seeking behavior. The
qualitative findings will describe underlying mechanisms but will not replace the
validation of hypotheses.

Reproducibility Roadmap

To make the current paper replicable, the validation package should contain alert
scenarios and their ground truth labels, Al reliability schedule, explanation and
uncertainty templates, variable definitions, random seeds, parameter files, exclusion rules,
analysis scripts, and exact models of H1-H3. If the large language model was used to
generate explanations, the model version, system prompt, generation settings, and frozen
explanations that were used in the experiment should be saved as part of the replication
package. Human study hypotheses and analysis plan should be preregistered, and
anonymized data and analysis code should be released after ethics and security approval,

if any.
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IMPLICATIONS

The key practical implication from this approach is that making predictions more
accurate alone is not enough. In order to make reliable decisions, one also needs to look at
how predictions are used to inform human decision making, as well as how the use of
models is adjusted following feedback.

Design and operational principles:

¢  Evidence-driven explanations: provide the recommendation along with relevant

evidence, such as logs, process trees, and network traces, plus the short
explanation [2, 17, 21].
e Intuitive confidence estimates: express the confidence level in clear language, and

if possible, compare it to the system's false positive rate.

e  Multiple hypotheses: generate at least one additional hypothesis, as well as

evidence that will help differentiate them from each other.

*  Progressive disclosure: provide a concise first view under high workload and

allow deeper inspection when needed.

e  Post-decision feedback: show the outcome, whether the decision was correct, and

which evidence was most diagnostic.
The following three scenarios show how everything fits into practice.

Scenario 1: a rise in phishing attacks and automation bias. With many alerts generated
within an hour of a large-scale phishing attack, there is a situation in which the system
generates a command to suspend the account with high confidence level. The overworked
security analyst tends to agree with the suggestion and finds out that the suspended
accounts were partner mail. The implementation of a two-click validation window
regarding sender reputation, URL detonation, and header oddities, confidence presented
in the context of what is really happening with the campaign, and a safer alternative such

as quarantining prior to suspension will allow the analyst to pause.

Scenario 2: False positive fatigue and missing lateral movement. After a streak of noise
from EDR alerts, the analyst gets conditioned to ignore that type of alert as just background
noise. Now the EDR solution raises an alert of credential dumping along with anomalous
SMB authentication, with medium confidence. The bias developed by the analyst because
of previous noise results in ignoring this alert too early. It becomes useful here to highlight
what’s unique about this situation compared to the previous false positives, such as

privileged logons, unusual host relationships, and unusual sequence.

Scenario 3: Confirmation bias when formulating a hypothesis. In the case of suspicious
outbound traffic, the analyst might be inclined to conclude quickly that an external attacker
is responsible, whereas the system suggests that there is an insider who transfers
information out because of the time of access and user behaviour. Once one version of the

story becomes fixed in the mind of the analyst, he or she will find it increasingly difficult
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to consider any other hypothesis due to confirmation bias. The alternative hypothesis card,
the counterfactual question, and the review step make this possible.

The relationship here in all instances is the thesis behind the framework, which states
that reliable protection cannot be afforded simply by automating. Reliable protection
comes from the fact that the human-Al relationship has been honed in order to counteract

the cognitive biases and guarantee constant learning from the analyst.

CHALLENGES AND PROPOSED RESEARCH DIRECTION

Challenge 1: Dynamic Trust Calibration — The current trust models are static and do not
account for dynamic variations in the analyst’s level of trust as operations in the SOC
develop [8, 19, 34].

Proposed Research Direction 1: Creation of adaptive trust calibration systems that can
update Al explanations and trust indicators based on the behavior of the analyst, his

workload, and system performance [34].

Challenge 2: Personalized Cognitive Bias Management — The current XAl systems
deliver explanations in the same way regardless of the different types of expertise and
cognitive biases of the analysts [12, 15, 35].

Proposed Research Direction 2: Development of personalized explanation methods that

consider the expertise of the analysts.

Challenge 3: Reliability Assessment of Real-Time Decisions: Heterogeneous measures
for trust, comprehension, usability, and performance have been proposed within human-

centered XAI, which prevents a common assessment of reliability at SOC level [35].

Proposed Research Direction 3: Assess decision reliability through a concise set of
measures related to Al performance, behavioral dependence on Al, trust calibration,
workload, and explanation utilization; self-confidence should be accounted for since it may

influence proper reliance [36].

Challenge 4: Resilience of Human-Al Interaction from Cognitive Point of View:
Decision support may go wrong due to confirmation of cognitive biases by Al, so the

interaction itself should ensure verification rather than blind adoption [2, 24, 37].

Proposed Research Direction 4: Provide uncertainty-aware explanations, competing
pieces of evidence, and explicit steps for verification of the results so that the analyst can

identify and dispute human and model-side biases.

LIMITATIONS AND BOUNDARY CONDITIONS

First, there is a methodological limitation of the literature synthesis that is semi-
systematic and theoretical. It explicates the selection process and comparison criteria but
does not provide PRISMA-like counting of studies as well as does not claim full coverage.

Also, one of the SOC-specific comparators [28] is preprint and so will be used for
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conceptual positioning purposes only. Further updates will use the protocol described in
the Methodology section on a more extensive indexed database.

Second, there is the limitation related to the formal model itself. Equations (2)-(4) are
intentionally concise and should be considered hypotheses-generating structures, but not
validated prediction equations. B and T are latent constructs; some of the predictors could
be correlated; and the true relationship may be either nonlinear or threshold-type. The
addition of interaction terms to Equation (4) solves the most immediate problem of
workload and transparency but any additional interactions should be introduced only
where the theory allows it and data supports it, and not because the model became too

complex.

Third, the study has no new empirical observations. Operation and implementation of
the framework in terms of its operationalization, statistical testing, agent-based simulation,
expert review and qualitative interviews pathway show how the framework could be
validated; they do not represent the results of such an investigation. Consequently, the
claims in this paper are limited to conceptual integration, testability, and positioning
within the domain; reliability, sensitivity, effect sizes, and predictive performance can only

be claimed once the validation procedure will be implemented.

Finally, the framework is focused on Al-assisted SOC triage and incident response
decisions only. Any transfer to another cybersecurity decision-making task, to another
organization, to different experience of the analysts, to another architecture of the Al
system, is out of scope. Live SOC includes the elements like team communication,
organizational procedures, legal constraints, and asymmetric costs of the false positives

and false negatives that are excluded from the single-analyst model.

CONCLUSION

The collaboration between artificial intelligence (AI) systems and human analysts in
anomaly assessment, alert prioritization, evidence evaluation, and response decision-
making is becoming an increasingly important component of Security Operations Center
(SOC) operations. The reliability of such collaboration cannot be assessed solely on the
basis of Al detection performance. How analysts interpret, verify, accept, challenge, or
reject Al-generated recommendations under conditions of workload, uncertainty, time

pressure, and cognitive bias can substantially influence the resulting security decisions.

This study proposes an integrated socio-technical framework that brings together
cognitive biases, explanation quality, uncertainty communication, workload, and trust
calibration within the context of Al-assisted SOC decision-making. The framework
provides a structured basis for examining why analysts may over-rely on Al
recommendations, reject valid system outputs, or fail to revise initial hypotheses when
confronted with contradictory evidence. The proposed hypotheses and operational

indicators further establish a basis for empirically examining these relationships.
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The primary contribution of the study is conceptual and methodological. The proposed
framework integrates human, Al, and contextual factors and links them to the measurable
construct of decision reliability. It also provides a basis for examining how workload may
influence the effectiveness of explanations and uncertainty communication, rather than

treating these factors as independent determinants of human—-AI decision-making.

The empirical dimension remains an open area for future investigation. Although the
proposed operational definitions, statistical procedures, and agent-based validation
methodology provide a structured basis for testing the hypothesized relationships, they do
not constitute empirical evidence. The effects of cognitive biases, explanation quality,
uncertainty communication, workload, and trust on decision reliability therefore require

direct empirical assessment.

Future research should initially evaluate the proposed relationships through controlled
simulation and sensitivity analysis, followed by empirical studies conducted in SOC-like
environments involving human analysts and, where feasible, experienced SOC
professionals. Such investigations should jointly consider multiple outcome measures,
including triage accuracy, false-dismissal rates, escalation appropriateness, time to triage,
hypothesis revision, workload, and trust calibration. This multi-dimensional evaluation
would provide a stronger basis for assessing the reliability and practical applicability of

the framework.

The contribution of this paper is therefore not to position Al as a substitute for human
expertise in cybersecurity, but to provide a framework for examining how human
judgment and Al assistance can be integrated within SOC decision-making. The
framework emphasizes three central principles: trust should be dynamically calibrated,
explanations should be interpreted in relation to the decision context, and workload should
be treated as an important component of human—Al interaction. Together, these principles
provide a foundation for future empirical research on reliable and cognitively informed

Al-assisted cybersecurity decision-making.

NOMENCLATURE

S0C Security Operations Center

Al Artificial Intelligence

XAI Explainable Artificial Intelligence

ML Machine Learning

HITL Human-in-the-Loop

EDR Endpoint Detection and Response

SMB Server Message Block (network file-sharing protocol)

URL Uniform Resource Locator

Automation bias Tendency to over-rely on automated recommendations, especially

under high workload
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Algorithm aversion

Confirmation bias

Trust calibration

Trust surface

P1-P3
H1-H3

H s cmw g

a By o ¢

Tendency to reject or under-rely on automated recommendations,
often after observed errors

Tendency to seek evidence that supports an existing hypothesis
and to discount evidence against it

The ongoing adjustment of reliance so that it matches the system’s
actual reliability

The human-AlI interface, where reliance decisions are made

The three propositions stated in the Theoretical Framework
Testable hypotheses derived from P1-P3

Decision reliability (quality of triage decisions against ground truth)
Cognitive bias level; B = f (W, fatigue, prior errors)

Explanation quality (evidence-first rationale)

Uncertainty communication (calibrated confidence cues)
Workload (e.g., alerts per hour, time pressure)

Trust calibration level; updated as T+ = T, + A(Performance, -
Expectation,)

Non-negative model weights in D = a(1 - B) + BE + YU - 0W + ¢T
Trust calibration (learning) rate

Observed reliability of the Al system used to compute trust-
calibration error | T — RAII.

Interaction weights for E x W and U x W in Equation (4).
Residual or unexplained variation in the empirical extension of

the reliability model.
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