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Abstract

This paper aimed to provide a thorough examination of recent advancements in digital signatures,
emphasizing data security, authentication, and information non-repudiation in the digital age. The
study is based on a review of scientific literature from the period 2020 to 2025, in which fundamental
principles such as cryptography, public key infrastructure (PKI), hash functions, and RSA algorithms
were analysed. It was confirmed that the practical principles of digital signatures were analysed in
sensitive areas such as blockchain and healthcare, along with emerging technologies like post-
quantum systems and artificial intelligence. The research findings showed that traditional algorithms
like RSA are gradually being replaced by newer models such as Syrga-1 and HBSS, which provide
better protection against quantum attacks. The importance of PKI in identity verification and
certificate management within decentralized systems was confirmed. We consider digital signatures
to be essential for ensuring integrity and non-repudiation in many applications. This study enhances
academic literature by elucidating contemporary difficulties and prospects for continued progress in
digital security. Nonetheless, constraints remain concerning the experimental status of post-quantum
technologies and the absence of widespread standardization. Recommendations include expediting
the standardization of post-quantum algorithms, incorporating them with blockchain technology,
formulating lightweight schemes for the Internet of Things, and enhancing awareness about the
usage of digital signatures in both public and private sectors.

Keywords: Cryptography; Public Key Infrastructure (PKI); Hash Function; Non-repudiation; RSA
Algorithm.

INTRODUCTION

The rapid expansion of digital technologies has intensified the need for secure
mechanisms that protect data from unauthorized access, manipulation, and misuse.
Cryptography forms the core of modern security architectures, enabling confidentiality,
integrity, authentication, and nonrepudiation. Within this domain, digital signatures play
a critical role by ensuring data accuracy, verifying the identity of signers, and preventing

denial of actions in digital transactions, electronic contracts, and security-sensitive
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environments such as blockchain networks, healthcare systems, and Internet of Things
(IoT) platforms. Digital signatures rely fundamentally on cryptographic hash functions,
which generate a unique digest of the message and allow verifiers to detect any alteration.
The signing process uses the signer’s private key to encrypt this digest, while the
corresponding public key enables verification. Public Key Infrastructure (PKI) supports
this mechanism by governing the issuance, distribution, and lifecycle management of
cryptographic keys and digital certificates [1]. RSA remains a cornerstone of asymmetric

cryptography due to the computational difficulty of factoring large composite numbers [2].

Recent advancements in artificial intelligence have strengthened signature verification
processes, with convolutional neural networks demonstrating accuracy rates as high as
99.70% in offline handwritten signature verification [3]. At the same time, the emergence
of quantum computing has accelerated the development of post-quantum digital signature
schemes. For instance, Syrga-1 employs secure hash-based constructions designed to
withstand quantum-level attacks [4]. Beyond the technical layer, digital signatures hold
significant legal and institutional importance. In healthcare, they safeguard the integrity
and confidentiality of electronic health records [5]. In blockchain systems, techniques such
as the Block Hash Signature [6, 7] ensure transaction authenticity and immutability.
Accordingly, digital signatures have become indispensable to digital trust frameworks

across industries.

This study examines the evolution of digital signatures from foundational
cryptographic principles to advanced applications that address contemporary security
requirements. It reviews progress in neural network-based signature verification [3], post-
quantum cryptography [4, 8, 9], blockchain-integrated signature mechanisms [6],
lightweight approaches for lIoT environments [10-13], and the legal and regulatory
dimensions associated with large-scale deployment [14-24].

Furthermore, Figure 1 illustrates the process of embedding a digital signature into an
image to create a watermarked version. First, a cryptographic algorithm generates a
compact signature based on the content of the original image [2]. This signature is then
combined with supplemental information to form the watermark, which is embedded into
the image. As described in [5], the resulting watermarked object preserves integrity,
prevents repudiation, and strengthens digital trust. Verification involves extracting the
watermark, reconstructing the signature, and comparing it against a newly computed

digest using the signer’s public key to confirm authenticity.

Digital signatures play a crucial role in ensuring integrity, authenticity, and
nonrepudiation across a wide range of application domains, as illustrated in both figures.
In multimedia security, a watermark that embeds provenance and trust directly into a
visual asset is generated by combining a signature derived from the original image with
auxiliary metadata. This workflow, depicted in Figure 1, demonstrates how cryptographic

hashing and signature generation support robust protection of audiovisual content [2, 5].
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Figure 1. The digital watermarking process with signature embedding [25]

Additionally, Figure 2 presents the standard document authentication process. On the
signing side, the original document is processed through a hash function, and the resulting
digest is encrypted with the sender’s private key to produce the digital signature, which is
then attached to the document [1, 2, 26-32]. On the verification side, the recipient uses the

sender’s public key to validate the signature, confirming both the document’s origin and
its integrity [1, 34, 35].
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Figure 2. Digital signature generation and verification mechanism [25]
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Together, these workflows highlight how digital signatures anchor digital trust across
diverse domains from safeguarding multimedia content to authenticating electronic
documents, and why their significance continues to increase amid evolving cybersecurity
threats, blockchain-enabled systems, and emerging post-quantum cryptographic
techniques [6, 31, 40-45]. These considerations motivate the present study, which examines
both classical and contemporary digital signature mechanisms, their operational
principles, and their applicability in modern security-critical environments [23, 45-49]. By
synthesizing recent developments in Al-assisted verification, lightweight IoT-focused
schemes, and quantum-resistant approaches, this work aims to provide a comprehensive
understanding of how digital signatures can uphold integrity, authenticity, and

nonrepudiation in an era of accelerating technological change.

LITERATURE REVIEW

Neural Network-Based Signature Verification

One notable contribution is the effective use of Convolutional Neural Networks (CNN5s)
for offline handwritten signature verification, achieving an accuracy of up to 99.70% [3],
which represents a significant leap beyond conventional approaches to biometric
authentication [17, 49], see Figure 3. Their methodology addresses key limitations of
traditional offline verification, where scalability and human-related delays hinder
efficiency [7, 20, 22]. Similar studies confirm that deep learning techniques, particularly
CNNs, outperform handcrafted feature engineering methods by providing end-to-end

learning architectures that generalize well to large and diverse datasets [23-25, 37].

CNN Model for Offline Signature Verification
Fully
Convolution Connected

Input F’oohngﬁ_;-J_”_”/_,,...-r

1 |
Feature

Extraction Classification

Figure 1. CNN model for offline signature verification [3, 17, 25]

It has been seen an important milestone in applying artificial intelligence particularly
deep learning to enhance conventional biometric systems, reflecting the broader
integration of Al in cybersecurity and digital trust frameworks [31, 32, 40, 50-52]. This
figure illustrates the architecture of a Convolutional Neural Network (CNN) applied to the
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problem of offline handwritten signature verification, a domain where artificial
intelligence has made substantial advances [30, 45, 50, 51]. The model is divided into two
main stages: feature extraction and classification, a structure widely validated across
biometric applications including signature verification, anomaly detection, and secure
authentication [42-44].

During feature extraction, convolutional layers learn hierarchical patterns such as
curves [27], stroke trajectories, and proxies for pen pressure that conventional algorithms
often miss [28, 29]. The network ingests the handwritten signature image and processes it
through successive convolutional blocks, while pooling layers reduce spatial resolution
and retain the most informative cues. This design improves scalability and computational
efficiency when training on large signature datasets [5, 6, 10, 11]. Recent studies report that
CNN based systems can achieve accuracies up to 99.70 percent, establishing a strong
benchmark for biometric authentication. These results strengthen the reliability of
signature verification systems and position CNNs as a strong defence against forgery and
fraud within contemporary security architectures. More broadly, this trajectory reflects the
deepening integration of artificial intelligence and deep learning into security practice and

underscores the role of biometric systems in building digital trust.

Post-Quantum Cryptography and Quantum-Resistant Methods

Syrga-1 is a digital signature mechanism that employs hash functions and is based on
quantum physics [4]. It offers strong security against attackers with quantum capabilities
[31] and helps algorithms stay useful over time by letting you update broken hash
functions without having to completely rewrite the scheme [32, 39]. In the same time,
quantum-driven approaches that employ quantum tokens for digital signatures expand on
the idea of quantum money by adding revocability and testability [8]. This makes security
guarantees greater than they are in older methods [40]. Recent assessments and efforts to
standardize quantum-resistant infrastructures [14, 19, 49] reveal that all of these
approaches lead to the urgent need for them. Figure 4 displays the fundamental principles
of postquantum cryptography, which is supposed to be powerful enough to protect against
quantum computers that are made in the future [2].

POST-QUANTUM CRYPTOGRAPHY
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Figure 4. Core principles of post-quantum cryptography [25]
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The Quantum resistance, secure encryption, quantum safe keys, algorithmic security
[34], and quantum protection are the five basic pieces. They are the core pieces that make
up long-lasting cryptographic systems [35, 46]. Postquantum techniques are intended to
be safe against attacks like Shor's algorithm and Grover's algorithm, which render
traditional public key cryptography like RSA and ECC less safe. Current research
highlights lattice-based, hash-based [31], code-based, and multivariate families as the key
competitors, some of which are undergoing active examination in the NIST post-quantum

standardization process [45], marking a critical change for global digital trust [49].

For instance, the hash-based approach Syrga-1 ensures that even if one hash function
becomes compromised, the system can adapt by migrating to new secure alternatives,
ensuring long-term algorithmic sustainability. Similarly, quantum-safe keys provide
mechanisms for key distribution and management that remain secure in a quantum
environment, while quantum protection introduces novel constructs such as quantum
tokens that expand on the idea of "quantum money" to provide revocability and testability.
Together, these innovations highlight the urgent need to establish quantum-resistant
infrastructures, ensuring trust, integrity, and security in the coming era of quantum
computing.

Figure 5 displays a multi-layer architecture of blockchain systems that makes it feasible
to utilize quantum-resistant methods in a real-world fashion [6, 42, 45]. The paradigm has
seven levels: hardware, data, network, consensus, incentive, contract, and application.
Every layer helps to create a robust and secure digital environment [38, 43]. The data layer
contains key aspects like time stamping, hash functions, Merkle trees, and digital
signatures that help keep data secure and check it. [1, 34, 46]. The tiers of the network
and consensus (such as PoW, PoS, and PoE) make sure that trust is distributed out [35, 42].
On the other side, the contract and application layers enable you perform more complex
things, such smart contracts, programmable currencies, and decentralized applications
(Dapps) [22, 44]. When used with post-quantum cryptography approaches, this layered
structure provides a strong environment where quantum computers can not break classical
cryptographic algorithms. Quantum-safe signatures and encryption mechanisms keep the
blockchain system secure [4, 31, 39, 40].

This convergence underscores the role of blockchain as both a beneficiary and enabler
of PQC, offering a decentralized platform to deploy, test, and scale quantum-resistant
solutions [30, 45, 49]. Ultimately, the figure highlights how PQC and blockchain together
can create a next-generation digital trust framework, resilient against quantum-era threats
[14, 19, 50-57].
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Figure 5. Blockchain architecture and layers supporting quantum-resistant security [25]

Lightweight Cryptography for IoT Systems

Implementing encryption in resource-constrained systems such as IoT devices presents
a significant challenge [11]. In response, [10] propose a lightweight hybrid AES-DES
encryption model optimized for IoT environments, achieving a transmission efficiency of
99.68%. Furthermore, [12] introduce IdenMultiSig, an identity-based multi-signature
protocol specifically developed for secure IoT applications. Integrates Schnorr-type
protocols with consortium blockchain to provide decentralization and verifiable security
[13].

Figure 6 compares two approaches to encryption and authentication: ordinary
authenticated encryption (left) and the Offset Two-Round (OTR) scheme (right), both of
which are relevant in the context of lightweight cryptography for IoT systems [10, 11, 37,
42].

On the left, the traditional authenticated encryption method is shown, where the sender
first encrypts the data and then generates a tag for authentication. The receiver must
perform both decryption and tag verification to validate integrity. While secure, this

process involves multiple computational steps that increase overhead an issue for
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resource-constrained IoT devices [27, 30, 35]. On the right, the OTR approach integrates
encryption and authentication into a more efficient structure using 2-round Feistel
encryption. Here, the tag generation and checksum verification are streamlined, allowing
the sender and receiver to authenticate messages with reduced computational effort. The
diagram further illustrates how mask values (m1, m2) and block cipher functions are
reused within the lightweight scheme, minimizing resource consumption without
sacrificing cryptographic strength [1, 2, 33].

This lightweight design directly addresses the challenge of implementing secure
cryptographic operations in IoT systems, which often lack the processing power and
memory to run standard algorithms like AES in their full complexity. The OTR method
and other hybrid lightweight models (e.g., hybrid AES-DES or IdenMultiSig protocols)
therefore represent high-efficiency, secure alternatives tailored for IoT environments. By
reducing computational overhead while maintaining robust encryption and
authentication, such lightweight cryptography ensures that IoT networks remain both
secure and scalable, enabling their integration with advanced technologies such as

blockchain-based identity management and multi-signature verification [6, 43, 44].

Data Data Checksum
T ) —l
v

Sender Y Sender
ERWN?J eneration EZR F.b_t:. Encryption

Ta \l/ Encrypted Data Ta
’\ !

Receiver
< Tag generation
D ?J Ivu'if\ll/atbn?

OK/NG
Ordinary authenticated

Encrypted Data

C——— ——— OK/NG
Checksum
OTR

encryption
ml
. 4 B3 E}
Ay E A E
Block dpher
+ + + | encryption
>P—> E >P—| E function
r?i I m1l, m2:
\ Mask values

Figure 6. Lightweight authenticated encryption for IoT systems [25]

Blockchain Integration and Healthcare Applications

Blockchain significantly contributes to the improvement of digital signature
frameworks. [6] provide Block-Hash Signature (BHS) to enhance the security of smart
contracts on Hyperledger Fabric, optimizing signature dimensions and facilitating Merkle
tree integration [14]. In healthcare, authors in [5, 58] use FOECDSA inside a blockchain
security framework, enhancing the protection of medical data with advanced elliptic curve
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cryptography. Authors in [15] present an enhanced Lamport-Merkle signature system for
securing IoT data in healthcare, using a central controller for real-time authentication [16].
These methodologies substantiate the claim of [5] that while EHR systems provide several
advantages, their security framework need enhancement particularly in reconciling
efficiency with the safe preservation of signatures. This figure 7 illustrates how blockchain
technology can be integrated into healthcare systems to secure electronic health records
(EHRs) through advanced cryptographic mechanisms and smart contracts. The framework
is divided into multiple layers user, application, communication, and blockchain layers to
ensure that patient data is securely managed across different institutions and blockchain

networks.

At the user layer, patients interact with healthcare providers (caregivers, hospitals,
specialists), while the application layer handles registration and transaction proposal
processes. Once a transaction is initiated, it is classified as either intra-blockchain (local) or
inter-blockchain (global), depending on whether the EHR transaction stays within a single
blockchain (e.g., Blockchain B1) or needs to be shared across multiple blockchains (e.g., B1
to B2). Local smart contracts govern intra-blockchain operations, whereas global smart
contracts manage interoperability between blockchains, ensuring consistency and integrity

of patient data exchange.

The blockchain layer ensures immutable ledger updates, storing patient identifiers,
clinical events, and transaction logs [5, 27, 42]. Certificates and cryptographic addresses
(CA’s Add) validate each step, while Merkle-tree-based structures and block-hash
mechanisms reinforce the integrity of stored data. Through this architecture, sensitive
medical data is exchanged between blockchains (B1- B2) securely, ensuring that even in

multi-institutional settings, patients” EHRs remain tamper-proof and verifiable [6, 15, 45].

From the perspective of digital signature frameworks, this model integrates advanced
schemes such as Block-Hash Signatures (BHS), FOECDSA (optimized elliptic curve
cryptography), and enhanced Lamport-Merkle signatures for IoT-based health
monitoring. These cryptographic enhancements reconcile the dual need for efficiency and
security by ensuring that medical transactions are authenticated in real-time while
maintaining scalability.

Figure 7 demonstrates how blockchain-based infrastructures, reinforced by modern
digital signatures, can transform healthcare by providing decentralization, transparency,
and cryptographic security. This addresses one of the central challenges in electronic health
record systems: balancing efficiency with the safe preservation of medical data and digital

signatures in a thrustless environment [5, 20-23].
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Figure 7. Blockchain integration framework for secure electronic health records (EHR) [25]

Legal and Sociological Dimensions of Digital Signatures

In addition to technical contributions [17], the literature highlights the legal and
sociological aspects of digital signatures. Andrade and Almeida examine the influence of
quantum computing on the EU eIlDAS legislation [18], emphasizing the need for enduring
validity procedures [19]. Cavus and Sancar identify awareness deficiencies in developing
economies and develop a validated scale to assess comprehension and perceived
advantages of digital signatures [20]. Research of commercial law and digital signatures
illustrates the convergence of law, politics, and technology [21], positioning social equality
and economic efficiency as interconnected but conflicting goals [22]. Authors in [23]
investigate the legal efficacy of signatures in cloud settings, advocating for enhanced key
distribution and verification processes. This figure 8 illustrates the workflow of digital
signature verification, beginning with the digitization of a signature and proceeding
through preprocessing, modelling, feature extraction, and classification. Once a signature
either training or test is input through a digitizer, it undergoes preprocessing steps such as
smoothing, rotation, normalization, and differentiation to standardize the data. The signal
is then modelled like pole-zero modelling and features are extracted for comparison
against a database of registered signatures. Based on classification, the system either
accepts the signature as genuine or rejects it as invalid [49-51].

While technically robust, this process highlights broader legal and sociological
dimensions of digital signatures. From a legal perspective, such workflows must align with
frameworks like the EU eIDAS regulation, which defines the validity, authenticity, and
admissibility of electronic signatures in legal contexts. The figure demonstrates how digital
signature verification can technically guarantee non-repudiation and authenticity, but
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legislation must also ensure the long-term validity of such methods, especially under

emerging threats like quantum computing [31, 39, 40].

Sociologically, the figure underscores disparities in awareness and adoption across
different regions. In developing economies, as noted by Cavus and Sancar, there are gaps
in public understanding of how digital signatures function, their benefits, and their legal
implications. This verification workflow, though technical, connects directly to issues of
social equality, economic efficiency, and trust in digital systems. Additionally, research on
digital signatures in cloud environments stresses the importance of secure key distribution

and verification a stage mirrored in the database and comparison processes shown in the

figure 8.

Digitizer

Training
signature

Registered

Test
signature

Preprocessing:

Smooting

Figure 8. Workflow of signature verification with legal and sociological implications [25]
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Applications, Challenges and Future Directions

Propose an enhanced neural network model for validating pseudo-digital signatures in
VANETSs, whereas [26] utilize signatures for attack detection in ad hoc networks,
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underscoring their critical function in establishing trust within distributed environments
[27]. The efficacy of digital signatures also encompasses specific applications. Authors in
[28] propose a hierarchical elliptic curve signature technique that reflects organizational
hierarchies and facilitates multi-tiered validation [29]. This corresponds with [30] who
provide an innovative digital signature system that decreases signing duration while
maintaining integrity and authenticity. The quantum danger continues to be a significant
worry. Researchers in [31] provide an extensive analysis of post-quantum cryptography
(PQC) techniques, highlighting the NIST standardization process and the need for
robustness via lattice-, code-, and hash-based algorithms. Authors in [32] provide HBSS, a
stateless hash-based technique that is memory-efficient and appropriate for constrained-
message situations [33]. Robust key management is fundamental to every cryptographic
system. According to [1] even the most secure algorithm is compromised if key
management is inadequate [34]. The function of PKI and hybrid methods in dispersed or
limited settings, such as IoT or VANETSs, necessitates resilient, scalable, and policy-
compliant methodologies [35]. The domain of digital signature verification is rapidly
advancing, propelled by the integration of Al [36], blockchain technology, post-quantum
cryptography, and legal structures. The literature demonstrates a common objective: to
secure digital authentication that is efficient, reliable, and prepared for the future, utilizing
CNN-based verification [3], quantum-resistant hash schemes [4], or blockchain-enhanced
smart contracts [6]. Assert that technical advancement must correspond with legal
foresight. The multidisciplinary amalgamation of cryptographic advancements, legal
developments, and public awareness [20] is crucial for establishing a viable digital
signature ecosystem [37]. This figure 9 illustrates the end-to-end process of digital signing
and verification, capturing the essential steps for ensuring authenticity, integrity, and non-

repudiation in distributed systems.
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Figure 9. Digital signature workflow for secure communication [25]
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The workflow begins with the sender (signer), who prepares a plain message. A key
generation process follows, where a public key (pk) is derived from private components
(k, 1, p). The signing module then produces a signed message, which is transmitted over
the internet to the receiver.

Upon receiving the message, the receiver (verifier) applies decryption to recover the
original message. The verifying module ensures that the digital signature corresponds to
the sender’s public key, while the comparing module cross-validates the message against
stored references. Depending on the verification result, the system outputs whether the

message is authentic or compromised.

This process aligns with the applications, challenges, and future directions of digital
signatures discussed in the literature. For example, in Vehicular Ad-hoc Networks
(VANETSs) and IoT ecosystems, enhanced neural network models are being deployed to
validate pseudo-digital signatures and detect malicious attacks, reinforcing trust in highly
distributed environments. Moreover, hierarchical elliptic curve signatures facilitate multi-
tiered organizational validation, while new systems aim to reduce signing duration
without sacrificing integrity [30, 43].

The figure 9 also resonates with emerging quantum-resistant approaches. As quantum
computing threatens existing schemes, post-quantum cryptographic solutions such as
lattice-, code-, and hash-based algorithms are being standardized by NIST [31, 39, 40],
ensuring that digital signature systems remain resilient. Additionally, efficient key
management, as represented by the key generation and verification blocks in the figure, is
highlighted as a cornerstone of cryptographic reliability: even the most advanced

algorithms fail if key distribution or storage is weak [1, 34, 35, 37].

METHODOLOGY

The methodological framework and model emphasize the use of digital signature
technology to ensure authentication and data integrity, drawing on prior literature related
to cryptography, Public Key Infrastructure (PKI), hash functions, and digital signature
algorithms such as RSA. The adopted methodology is a literature review that examines
and analyses recent studies and key theories on digital signatures, with a focus on security,
non-repudiation, and the application of cryptographic techniques for data protection in
blockchain and healthcare systems. The study set out to provide an integrated review of
the methods and technologies that enable digital signatures for authentication and long-
term data preservation, with particular attention to modern cryptography, the role of
Public Key Infrastructure, and asymmetric algorithms such as RSA. It also examined the
challenges and opportunities that arise when these components are embedded in real
systems, including blockchain platforms and digital healthcare ecosystems. Review design.
We conducted a literature review guided by PRISMA to synthesize peer-reviewed
evidence on classical and postquantum digital signature schemes, the integration of PKI

and blockchain, and convolutional neural network approaches to signature verification.
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The search covered the period from 2020 to 2025, and studies were screened for relevance,
methodological quality, and reproducibility before data extraction and synthesis.

Databases, Dates, and Languages

e Databases: IEEE Xplore, Scopus, ACM Digital Library (cross-checked against
SpringerLink for full-text availability).

e Coverage window: Jan 1, 2020 — Oct 21, 2025.

e Language: English.

e Document types: Journal articles, conference proceedings (peer-reviewed),
standards/official specs when directly pertinent (e.g., NIST/ETSI).

Search Strategy

Primary concept and key contexts were combined with AND/OR operators; field
restrictions were applied where supported. The main search documents in databases are
as follows:

("digital signature” OR "electronic signature” OR "signature scheme” OR "PKI” OR "time-stamp” OR
"timestamp”)

AND

("post-quantum” OR "PQC” OR Dilithium OR "ML-DSA” OR Falcon OR "SPHINCS+” OR lattice
OR hash-based

OR blockchain OR “smart contract” OR "Merkle” OR “distributed PKI”

OR IoT OR VANET OR "resource-constrained” OR "lightweight”

OR CNN OR "convolutional neural network” OR "offline signature verification”)

AND (2020-2025)

Consistency Controls
e Searches were run across all selected databases using equivalent keyword
constructs.
o Field restrictions (title, abstract, keywords) were applied when supported by the
platform.
e Reference lists of key papers were manually inspected to capture influential and
emerging works.

Eligibility criteria

Inclusion: (i) peer-reviewed; (ii) English; (iii) full-text accessible; (iv) substantive
contribution on digital signatures (algorithmics, implementations, verification, PKI
policies, timestamps/LTV, or blockchain integration).

Exclusion: tutorials/short posters without methods, non-crypto topics, non-English,

inaccessible full-text, duplicates, or purely legal commentary without a signature/PKI core.

Screening and Selection - PRISMA
¢ Identified: 500 records across IEEE Xplore, Scopus, ACM DL, see Figure 10.
¢ Duplicates removed: 40 — 460 unique.
o Title/abstract screening: 460 — 310 excluded (off-topic, non-crypto, tutorial-only,
non-English).
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o Full-text assessed: 150 — 100 excluded (no digital-signature focus: 46; insufficient
methodology: 28; duplicative survey: 17; inaccessible full-text: 9).
¢ Included in synthesis: 51 studies.

Records identified

(IEEE, ACM,
Scopus, Springer) Excluded at screening
no n_excll —) Excluded

Duplicates removed 5 Title/Abstract Studies included in

n_dedup screened... l ﬁ SLR
Full-text assessed nlincluded
for eligibility
n2
Full-text excluded with reasons EN Excluded with
n_excl2 reasons

Figure 10. Prisma flow — digital signatures literature review between years 2020-2025

Quality Appraisal

o Algorithmic papers: clarity of security model/assumptions, parameterization, and
comparisons to baselines.

o Applied/verification papers: dataset provenance, splits/protocols, leakage controls, and
statistical reporting.

e PKl/policy/eIDAS works: normative provenance (regulation/ETSI/NIST), and
traceable policy—tech mapping.

Research Questions:

1. How can the security of digital signatures be enhanced through the use of advanced
algorithms such as RSA and emerging technologies like post-quantum
cryptography?

2. What impact does the implementation of Public Key Infrastructure (PKI) have on

ensuring authentication and protecting data in digital environments?

3. What are the main challenges associated with the use of digital signatures in

sensitive systems?

4. How does digital signature technology contribute to preventing non-repudiation
and safeguarding data?

This literature review covers 2020 to 2025 and draws on reputable sources including
Springer, IEEE Xplore, the Journal of Cryptography, Cluster Computing, and Multimedia
Tools and Applications. These venues provide broad and rigorous coverage of
cryptography, digital signatures, and the infrastructures that support them. Studies were
screened for methodological clarity, peer review, and reproducibility to ensure a reliable
synthesis.

The objective is to advance understanding in cryptography and data security by
surveying the latest techniques and applications of digital signatures. The review links core
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cryptographic principles to real systems and highlights how signatures operate within
larger architectures, notably blockchain platforms and digital health records. The goal is to
inform research and system design while offering concrete directions for strengthening

security in these domains.

Although structured, this review remains narrative and selective, not exhaustive. The
main limitation is that several promising technologies —especially post-quantum signature
schemes—are still at an experimental stage, with incomplete standardization and limited
real-world deployment. This constrains conclusions about performance, interoperability,

and long-term viability.

RESULTS
Enhancing Security through Advanced Algorithms like RSA and Post-Quantum

Technologies

The security of digital signatures has historically depended on algorithms such as RSA
and ECDSA, which are founded on intricate mathematical challenges like integer
factorization and discrete logarithms [38]. Nonetheless, progress in quantum computing
presents a considerable risk to these algorithms [14] To alleviate this danger, post-quantum
schemes have been formulated, including hash-based [4, 20] lattice-based [38], and
multivariate schemes [31], all engineered to withstand quantum assaults, including Shor’s
algorithm. The study from Syrga-1 [4] and HBSS [32] exemplify hash-based signatures that
eschew number-theoretic assumptions, making them more appropriate for the post-
quantum period. [39] present a quantum technique that provides very efficient signatures

for lengthy documents with minimal keys and universal hashing [41].

The Role of PKI in Authentication and Data Protection: Important to the public
Infrastructure has been a big aspect of digital security systems because it makes it simpler
to safely maintain keys and certificates [1]. individuals have become more trustworthy,
data has been made more accurate, and only authorized individuals may access it in places
like the Internet of Things and decentralized systems by merging PKI with new
technologies like blockchain [42] and smart contracts [43]. It has proven challenging to use
PKI in complex scenarios like vehicle ad hoc networks because it requires real-time

verification. This has led to ideas for Al-based validation solutions [24].

Challenges in Using Digital Signatures in Sensitive Systems: The Critical systems, including
healthcare and sensor networks, encounter many obstacles such as key management,
hardware constraints, and the threat of non-repudiation attacks [5, 44]. Recent research
provides optimized frameworks such as FOECDSA (metaheuristic-optimized elliptic
curve) to improve security in resource-limited settings. Authors in [15] provide a revised
Lamport-Merkle model for IoT medical systems, emphasizing safe signal verification and

data storage.

Digital Signatures for Non-Repudiation and Data Protection: Digital signatures provide
integrity, authenticity, and non-repudiation using technologies such as hash functions and
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digital certificates. In [45] assert that the integration of blockchain technology with digital
signatures effectively guarantees non-repudiation and traceability in transactions [46]. In
experimental contexts, quantum tokens [8] ensure non-replicable signatures, whilst multi-
signature techniques [11] provide collective authentication and anonymity in IoT
applications [47]. As the cybersecurity environment evolves with advancements such as
quantum computing and blockchain, conventional digital signature methodologies need
significant revaluation [48].

The literature demonstrates a wide array of technological and practical advancements
designed to enhance integrity, authentication, and non-repudiation in sensitive and
distributed systems [49]. Algorithms like RSA and ECDSA, historically the cornerstone of
digital signatures, are becoming more susceptible to quantum developments. Authors in
[4, 31] provide compelling instances of hash-based post-quantum methods that withstand
quantum algorithms such as Shor's. Concurrently, initiatives such as those by B [8], which
use quantum tokens for authentication, exemplify innovative methodologies with

enduring security assurances.

Conversely, in resource-limited systems like IoT, lightweight signature techniques are
crucial. [10] illustrate this via a unified AES-DES model, while [11] provide a decentralized
identity-based signature system incorporated with blockchain, tackling the issues of real-
time authentication and verification [50]. The function of PKI is essential in delivering a
dependable framework for key and certificate administration. According to [1] even the
most secure algorithms may be compromised if key management is inadequately executed.
Integrating Public Key Infrastructure with blockchain [42] or smart contracts [43] presents
opportunities for enhanced security and transparency in systems. Concurrently, digital
signatures have become indispensable in vital systems such as healthcare and intelligent
infrastructure. Models such as FOECDSA [44] and advanced Lamport-Merkle schemes [15]
seek to address practical issues in these fields [51]. This literature emphasizes the continual
need for sustainable innovation —solutions that provide technological security while also
delivering flexibility, efficiency, and adherence to various legal and operational

frameworks [52].

Identified Gaps in the Literature

The literature review indicates a significant technical disparity between traditional
digital signature systems and post-quantum alternatives. This is because the quantum
danger is becoming increasingly significant in how systems are made. In deployed
systems, classical techniques like RSA and ECDSA are still the most used ones. This is
because they are clear, function effectively in real life, and are well-connected to PKI
ecosystems and rules. RSA's use of integer factorization and ECC/ECDSA's usage of
discrete logarithms have always made sure that authentication and non-repudiation are
robust in business systems, healthcare records, and blockchain networks [2, 38, 44, 45]. The
literature consistently underscores that these number-theoretic assumptions are inherently
vulnerable to quantum algorithms, especially Shor’s algorithm, suggesting that their
security margin will collapse in an advanced quantum era [14, 31, 39]. Furthermore, even
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if classical systems are still needed for operations, they are no longer seen to be good

enough for long-term trust.

There are two primary types of post-quantum cryptography candidates: hash-based
stateless signatures (like Syrga-1 and HBSS) and lattice-based candidates (like
Dilithium/ML-DSA and Falcon). SPHINCS+ is a very strict hash-based baseline. Hash-
based stateless designs (Syrga-1, HBSS) are attractive because they avoid weak number-
theoretic structures and make long-term validation (LTV) easier by allowing safe switches
to new hash primitives when older ones lose strength [4, 32]. This makes them great for
areas where signatures need to remain valid for decades, including legal archives and
electronic health records (EHR) systems. You said in your evaluation that hash-based
designs generally have larger signatures and greater bandwidth overhead. This makes
them less suitable in IoT situations with limited resources or ledgers with a lot of data [4,
10, 11, 32].

Some people say that lattice-based PQC schemes are the best option to reach global
standards since they balance quantum resistance and operational performance better than
other methods. Dilithium/ML-DSA and Falcon provide manageable signature sizes, high
security confidence based on lattice hardness assumptions, and rapid verification, which
is highly crucial for blockchain nodes and distributed PKI [31, 39]. Falcon is a wonderful
choice for blockchain since it has smaller signatures that make the ledger lighter and
simpler to expand [31, 39]. On the other hand, your sources say that lattice-based PQC is
not yet fully developed for use in real-world systems and that big challenges with

interoperability and robust implementations are still not solved [31, 39, 50].

The study shows that the integration environment is just as important as the
cryptography basic. Classical approaches work well with trust hierarchies like PKI and
eIDAS. Conversely, PQC schemes are progressively transitioning into standardized
certificate and Certificate Authority (CA) protocols [1, 14, 31]. So, a number of research
seem to favor a hybrid transition method, where classical PKI makes sure that systems can
work together and PQC makes sure that systems will persist a long time [1, 30, 41]. This
hybrid logic becomes much more essential in blockchain, because the choice of signature
affects storage costs, verification throughput, and security guarantees at the consensus
layer. [6, 42, 45].

Finally, the usefulness of an algorithm is based on the limits of the application it is used
for. In IoT and VANETs, decentralized multi-signature methods and lightweight
encryption work around strict restrictions on memory, energy, and latency [10, 11, 24]. The
study underscores that the pragmatic deployment of PQC, while its superior theoretical
security, depends on resource-efficient executions and optimized key management
procedures [1, 10, 11]. CNN-based signature verification is a new idea, not a replacement
for cryptographic signatures: Al improves biometric trust (offline handwritten signatures)
with great accuracy, but it does not provide cryptographic non-repudiation or legal

validity at the PKI level [3, 23]. The study indicates that digital signature ecosystems
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prepared for the future must simultaneously enhance algorithms, PKI/blockchain

infrastructures, lightweight deployment methodologies, and Al-assisted verification.

Critical Comparison and Analysis

Table 1 depict the critical comparison of digital signature schemes and related technologies
during the years 2020-2025.

Table 1. Critical comparison of digital signature schemes and related technologies (2020-2025)
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Proposed Conceptual Framework

This review proposes a Hybrid PKI-PQC-Blockchain framework that combines
classical and emerging digital-signature technologies into a unified trust architecture, see
Table 2. The framework integrates:

1. Traditional PKI (RSA/ECDSA) for interoperability, certificate management, and

legal compliance;

2. Post-quantum signature schemes (Syrga-1, HBSS, Dilithium, Falcon) to ensure long-

term resilience against quantum attacks;

3. Blockchain layers for immutable logging, decentralized verification, and non-

repudiation;

4. Lightweight cryptographic modules for IoT and VANET environments; and

5. Al-based verification (CNN models) to enhance biometric signature validation.

Together, these layers create a future-ready digital-trust model that strengthens
security, maintains compatibility with existing infrastructures, and supports scalable
deployment across diverse domains such as healthcare, blockchain, and resource-

constrained systems.

Table 1. Proposed hybrid PKI-PQC-Blockchain conceptual framework for digital signature trust

Layer Purpose Core Technologies Contribution

Maintains compatibility

Classical PKI Interoperability, identity RSA, ECDSA, with existing systems
Layer management, legal validity Certificate Authorities and regulatory
frameworks

Protects digital
signatures against
future quantum attacks

Post-Quantum Quantum-resistant security and Syrga-1, HBSS,
Layer long-term integrity Dilithium, Falcon

Ensures tamper-proof

Blockchain Audit .
verification across

Layer

I table logging,
mna .e OB8INS BHS, smart contracts,
decentralized trust, non-
Merkle trees

repudiation institutions

Reduces computational

Lightweight IoT  Efficient signing in constrained Hybrid AES-DES, cost while maintaining

Layer devices IdenMultiSig security in ToT/VANETS
Al Verification Biometric and anomaly-based =~ CNN-based signature Strengt}.lens. user

. . e e authentication and
Layer identity verification verification

fraud detection

Implications & Future Research Directions

The information examined suggests that digital signature systems are undergoing a
transitional period in which algorithmic security must be assessed alongside deployment
feasibility. In the near future, RSA and ECDSA will still be needed for actual infrastructures
since they are standardized, work with PKI, and are legally accepted [1, 2, 14].
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Furthermore, our research reveals that long-term trust especially in areas that need validity
over decades, including healthcare records, governance archives, and cross-border legal
services—will rely on the gradual incorporation of PQC schemes into PKI and blockchain
layers. [5, 14, 31, 42]. So, future systems should focus on hybrid PKI models, where classical
certificates make it possible for different systems to work together and PQC signatures
make sure that archives last a long time [1, 30, 41].

From a system-design point of view, blockchain is both a beneficiary and a facilitator of
PQC adoption. Layered blockchain systems may provide quantum-safe signatures at the
data and consensus levels while keeping transactions secure and easy to audit via Merkle
structures and timestamps. [6, 42, 45]. This indicates that the implementation of PQC
should not be seen only as a cryptographic enhancement, but rather as a whole trust
reconfiguration, including key management, certificate policy, and smart contract
validation processes [1, 6, 43]. Lightweight settings like IoT, VANETSs, and remote health
monitoring add another problem: PQC schemes need to use less memory and energy, or

else they will not be used, no matter how secure they are in theory [10, 11, 24].

From these consequences, your review leads to numerous specific future study topics.
To prove that PQC schemes like Dilithium/ML-DSA and Falcon are reliable, they need to
be tested in real-world blockchain and healthcare environments, not only in labs. This is to
make sure that they can handle heavy workloads and cooperate with other systems over
time. [31, 39, 44, 50]. Second, hash-based stateless systems (Syrga-1, HBSS) need further
technical research to minimize signature size and transmission costs, hence enhancing their
applicability for decentralized ledgers and resource-limited IoT nodes [4, 10, 32]. Third,
there needs to be more work on PQC-ready PKI governance, such as certificate lifecycles,
moving trust anchors, and following eIDAS-style legal durability rules. [1, 14, 18]. Lastly,
Al-based verification (CNN/RNN models) should be extended beyond biometric accuracy
assessments to security-conscious pipelines, including dataset robustness evaluation,

adversarial forgery resistance, and interaction with formal PKI trust chains [3, 24, 52-57].

The literature suggests that the forthcoming evolution of digital signatures will not be
dictated by a singular algorithmic innovation, but rather by synergistic progress in PQC
standardization, blockchain-based trust frameworks, streamlined deployment

engineering, stringent key-management protocols, and Al-enhanced verification systems.

SUMMARY AND CONCLUSION

This literature review confirms that digital signatures are a cornerstone of modern
cybersecurity, enabling authentication, integrity, and non-repudiation in sensitive
domains such as blockchain [6, 42, 45], healthcare [5, 15, 44], and IoT ecosystems [10, 11,
37]. From a technical perspective, advances in Al-driven methods notably CNN-based
handwritten signature verification —have achieved unprecedented accuracy of up to
99.70%, demonstrating the effectiveness of machine learning in enhancing biometric
security [3, 23, 24]. At the same time, lightweight cryptographic frameworks such as AES-
DES hybrids and identity-based multi-signature protocols have emerged as essential for
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resource-constrained loT applications [10, 11, 27, 30]. A significant frontier in this domain
is post-quantum cryptography (PQC). Schemes such as Syrga-1 [4], HBSS [32], and
quantum tokens [8, 40] exemplify quantum-resistant models capable of sustaining trust in
the face of Shor’s and Grover’s algorithms. The NIST PQC standardization process further
demonstrates the global urgency to replace or augment RSA and ECC with resilient
alternatives [31, 39, 50]. In parallel, blockchain infrastructures —through mechanisms like
Block-Hash Signatures [6] and optimized elliptic curve schemes [44] provide decentralized
platforms for deploying PQC-based solutions, enabling secure smart contracts, medical
records, and supply-chain systems [15, 43]. However, beyond technical progress, legal and
sociological dimensions remain critical. The EU eIDAS regulation highlights the necessity
of legal durability in digital signatures [14, 18], while adoption studies emphasize gaps in
public awareness, particularly in developing economies [20]. Scholars note that digital
signatures represent the convergence of law, politics, and technology, where economic
efficiency and social equality must be balanced [21, 22]. Without robust key management
[1, 34, 35], legal interoperability, and user trust, even the most advanced algorithms risk

being ineffective in practice.

Drawing from the literature, the following recommendations are proposed to ensure

that digital signatures evolve into a sustainable and future-ready security framework:

o Accelerate PQC Integration into Standards — International bodies (e.g., NIST) should
expedite the adoption of post-quantum signature algorithms such as hash-based and
lattice-based schemes to guarantee resilience against quantum threats [4, 31, 32, 39,
40].

o Strengthen Blockchain Integration — Digital signatures should be more thoroughly
embedded into blockchain and smart contract ecosystems, enhancing transparency,
immutability, and decentralized trust in sensitive environments such as healthcare
and finance [6, 15, 43, 44].

o Develop Lightweight Cryptography for IoT — Research and industry must prioritize
scalable and resource-efficient cryptographic modules that can be deployed in IoT
and VANETs without compromising performance or energy efficiency [10, 11, 27,
37].

e Enhance PKI and Key Management — Since poor key management can compromise
even the most secure algorithms [1, 34, 35], organizations should strengthen PKI
frameworks, integrate them with blockchain, and adopt hybrid models for
distributed environments [42, 43].

o Promote Public Awareness and Legal Harmonization — As Cavus and Sancar [20]
emphasize, awareness campaigns and regulatory alignment are vital to foster trust
and adoption of digital signatures globally. Governments and institutions should
harmonize standards such as eIDAS with emerging PQC requirements to ensure

long-term validity and cross-border interoperability [14, 18, 19].
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ALGORITHMIC PSEUDOCODES FOR KEY DIGITAL SIGNATURE
METHODS

Algorithm 1: RSA Digital Signature (Classical Asymmetric Cryptography)
# Key Generation
Function Generate_RSA_Keys():
p =large_prime()
q = large_prime()
n=p*q
phi = (p-1)*(q-1)
e = choose_coprime(phi)
d = modular_inverse(e, phi)

Return public_key = (e, n), private_key = (d, n)

# Signing
Function RSA_Sign(message, private_key):
h =hash_function(message)
sig = pow_mod(h, private_key.d, private_key.n)

Return sig

# Verification

Function RSA_Verify(message, sig, public_key):
h =hash_function(message)
h2 =pow_mod(sig, public_key.e, public_key.n)
Return (h2 ==h)

This pseudocode captures the classical hash-then-sign model of RSA, where modular
exponentiation is used for both signing and verification. RSA remains widely used due to
its strong integration with PKI and legal frameworks [1], [2], but its number-theoretic
hardness assumptions (integer factorization) make it vulnerable to quantum attacks,
particularly Shor’s algorithm [14], [30], [38].

Algorithm 2: Syrga-1 (Post-Quantum Hash-Based Signature Scheme)
# Key Generation
Function Generate_Syrgal_Keys(L):
sk = [random_secret() for i in range(L)]
pk = [hash_function(x) for x in sk]
Return pk, sk
# Signing
Function Syrgal_Sign(message, sk):
h =hash_function(message)
bits = binary(h)
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sig =]
For i in range(len(bits)):
If bits[i] == 1:
sig.append (sk[i])
Else:
sig.append(hash_function(sk[i]))
Return sig

# Verification
Function Syrgal_Verify(message, sig, pk):
h =hash_function(message)
bits = binary(h)
For i in range(len(bits)):
If bits[i] == 1:
If hash_function(sig[i]) != pk[i]: Return False
Else:
If sig[i] != pk[i]: Return False
Return True

Syrga-1 is a quantum-resistant signature built entirely on hash functions rather than
algebraic structures [4]. Its selective revelation of secret values provides a stateless and
adaptable design, allowing replacement of compromised hash functions one of its
advantages over classical signatures in the post-quantum era [31]. However, as with other

hash-based PQC schemes, signature size and bandwidth overhead are its main limitations
[4, 39].

Algorithm 3: Dilithium /| ML-DSA (Post-Quantum Lattice-Based Signature —
Simplified)

Function Generate_Dilithium_Keys():
A =sample_public_matrix()
sl, s2 = sample_small_vectors()
t=A*sl+s2
Return pk = (A, t), sk =(s1, s2)

Function Dilithium_Sign(message, sk, pk):
mu = hash_function(message)
y = sample_ephemeral_vector()
w=pkA*y
c¢=hash_function(mu | | high_bits(w))
z=y+c*sksl
If norm(z) > bound: restart
Return (z, c)
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Function Dilithium_Verify(message, sig, pk):
mu =hash_function(message)
w'=pk.A *sig.z - sig.c * pk.t
¢'=hash_function(mu | | high_bits(w"))
Return (c' = sig.c) AND (norm(sig.z) <=bound)

This pseudocode illustrates the structure of lattice-based signatures, which rely on hard
lattice problems rather than factorization or discrete logarithms. Dilithium (ML-DSA) is
central to the NIST PQC standardization process and offers a strong balance between
performance and resistance to quantum attacks [31, 39] Its fast verification makes it
particularly suitable for blockchain nodes and distributed PKI environments [42], though

implementation complexity and deployment readiness are still maturing [50].

Algorithm 4: IdenMultiSig (Identity-Based Lightweight Multi-Signature for IoT)
Function IdenMultiSig_Setup():

msk =random_secret()
mpk = derive_master_public(msk)

Return mpk, msk

Function Extract_User_Key(ID, msk):
usk = hash_function(ID | | msk)
Return usk

Function IdenMultiSig_Sign(message, usk_list):
agg sig=0
For usk in usk_list:
part = schnorr_sign(message, usk)

agg_sig += part
Return agg_sig

Function IdenMultiSig_Verify(message, agg_sig, ID_list, mpk):
agg_pk=0
For ID in ID_list:
upk = derive_user_public(ID, mpk)

agg_pk +=upk
Return schnorr_verify(message, agg_sig, agg_pk)

IdenMultiSig reflects the growing need for efficient, low-overhead authentication in IoT
ecosystems. Its identity-based construction eliminates certificate distribution and reduces
key-management overhead, making it practical for constrained devices [11]. By
aggregating Schnorr-type partial signatures, it supports decentralized multi-party
validation aligned with recent blockchain-IoT security frameworks [12, 37].
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Algorithm 5: Block-Hash Signature (BHS) for Smart Contracts and Blockchain
Systems

Function BHS_Sign(transaction, sk):
tx_hash =hash_function(transaction)
sig = BaseSign(tx_hash, sk)
block_hash =hash_function(tx_hash | | sig)
Return (sig, block_hash)

Function BHS_Verify(transaction, bhs_sig, pk):
tx_hash =hash_function(transaction)
If BaseVerify(tx_hash, bhs_sig.sig, pk) == False:
Return False
bh2 =hash_function(tx_hash | | bhs_sig.sig)
Return (bh2 = bhs_sig.block_hash)

The BHS mechanism extends classical signatures with an additional block-hash layer to
improve traceability and non-repudiation in blockchain-based smart contracts [6]. By
binding the transaction hash to the signature hash, BHS aligns with decentralized
auditability principles found in blockchain architectures and reinforces integrity controls
in distributed ledgers [42, 45].

Algorithm 6: CNN-Based Offline Handwritten Signature Verification (AI-Driven
Biometrics)

Function Train_CNN_Verifier(dataset):
model = Initialize_ CNN()
For epoch in range(E):
For batch in dataset:

X = Preprocess(batch.images)
y =batch.labels
pred = model.forward(X)
loss = BinaryCrossEntropy(pred, y)
model.backward(loss)

Return model

Function CNN_Verify(sig_image, model, threshold):
X =Preprocess(sig_image)
score = model.predict(X)
If score >= threshold:
Return "genuine"
Else:
Return "forged"
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CNN-based signature verification has demonstrated accuracy levels up to 99.70%,
outperforming earlier feature-engineering approaches for offline handwritten signatures
[3]. Although not a cryptographic signature—and therefore not suitable for legal non-
repudiation it provides strong biometric authentication and is increasingly integrated into
hybrid security architectures, including cloud verification systems [23, 24].
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