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Abstract

Insider threats pose a significant risk to organizations, as traditional Security Information and Event
Management (SIEM) systems struggle to detect subtle, evolving anomalies in user behaviour. While
machine learning (ML) offers promise, the absence of a structured approach to prioritize and validate
high-impact threat scenarios limits its practical adoption. This research addresses this gap by
systematically identifying and validating the top 10 critical insider threat use cases—including data
exfiltration, privilege escalation, and lateral movement—through a methodology combining MITRE
ATT&CK tactics, Verizon Data Breach Investigations Report (DBIR) statistics, and related research
papers. We then integrate the Random Cut Forest (RCF) algorithm into the Wazuh/OpenSearch SIEM
platform, tailoring its unsupervised learning capabilities to detect these prioritized threats in real
time. By correlating ML-driven anomaly scores with rule-based alerts, our solution reduces false
positives by 35% and achieves a 94% true positive rate for high-risk use cases like unauthorized
access. Validation in a production environment confirms the framework’s efficacy, with detection
times under 3 minutes for 80% of anomalies. Beyond technical integration, this work establishes a
replicable blueprint for aligning ML models with operational priorities, empowering organizations
to focus resources on the most damaging insider threats.

Keywords: Anomaly Detection; Data Exfiltration; UBA; SIEM; Machine Learning; Insider Threats.

INTRODUCTION

In today's complex cybersecurity landscape, the threat of malicious insiders poses a
significant risk to organizations. Internal user behavior anomalies — deviations from
established patterns of activity — can be subtle indicators of unauthorized access, data
exfiltration, or other malicious intent.

User and Entity Behaviour Analytics (UEBA) is a cybersecurity process that utilizes

analytics to model normal behaviour of users and other entities (devices, applications,
network traffic) within an organization's IT environment. It then applies algorithms and
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statistical analysis to detect meaningful anomalies from those patterns that may indicate
potential threats [1].

By continuously monitoring and comparing real-time activity against these baselines,
UEBA can detect anomalies that may indicate potential threats, such as compromised
accounts, insider threats, or zero-day attacks.

Our fox in this paper is on insider threats: Insiders or internals are the organization's
employees, who already have access to the organization and/or the organization's
information systems. They may have different privileges starting from limited access rights
till critical access rights (like IT staff).

As illustrated in Figure 1. The average of insiders” involvements in cybersecurity data
breaches reaches around 80% of overall data breaches of the last four years [2].
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Figure 1. Insiders’ involvements in Data Breaches

Taking into account the damages caused by insiders facilitating or conducting
malicious activities against their organizations, which not limited to reputation damage,
services interrupts, leakages of confidential information and Monterey lost. Breaches that
initiated with stolen or compromised credentials and malicious insiders took the longest
time to resolve [3].

In Figure 2., the average MTTI (Mean Time to Identify) and average MTTC (Mean Time
to Contain) breaches caused by insiders reaches 308 days. Detecting these anomalies early
is crucial for mitigating potential damage and protecting sensitive data.

Security Information and Event Management (SIEM) systems play a pivotal role in
cybersecurity by aggregating and analysing logs from various sources within an
organization's network. However, traditional SIEM solutions often rely on rule-based
detection mechanisms, which can be limited in their ability to identify novel or
sophisticated attacks.

Machine learning (ML) offers a promising avenue for enhancing anomaly detection
capabilities within SIEM systems. By learning patterns from historical data, ML models
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can identify subtle deviations that might otherwise go unnoticed. This enables security
teams to proactively detect and respond to potential threats before they escalate.
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Figure 2. Time to identify and contain data breaches

The gap this research addresses is the lack of systematic integration of machine learning
(ML) into Security Information and Event Management (SIEM) solutions like Wazuh,
specifically for addressing the top 10 critical use cases of internal user behaviour anomalies.

This research addresses the gap by first identifying top 10 critical use cases for insider
threats, then presenting a detailed methodology for setting up, implementing and
evaluating Wazuh and the Random Cut Forest (RCF) algorithm, chosen for its ability to
handle real-time data streams and adapt to evolving user behaviour patterns.

By evaluating the system in a real-world environment, we provide actionable insights
and recommendations for cybersecurity practitioners to enhance their threat detection
capabilities and proactively address potential insider threats.

The practical implications of this work are significant. By demonstrating the
effectiveness of ML in detecting a wide range of internal user behaviour anomalies, we
empower security teams with the tools and knowledge to proactively address potential
threats. Furthermore, this research contributes to the growing body of knowledge on the
application of ML in cybersecurity, paving the way for more advanced and robust threat
detection solutions.

It is hypothesized that integrating machine learning, specifically the Random Cut Forest
algorithm, into a SIEM system will significantly improve the detection rate of internal user
behaviour anomalies compared to traditional rule-based methods.
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LITERATURE REVIEW
Internal User Behaviour Anomaly Detection Techniques

Internal user behaviour anomaly detection is a critical component of modern
cybersecurity solutions [4]. Traditional approaches have relied on rule-based systems,
leveraging predefined thresholds and patterns to identify deviations from normal
behavior. However, these methods are often limited in their ability to adapt to evolving
threats and can generate high false positive rates.

Machine learning (ML) techniques have emerged as a promising alternative, offering
the ability to learn complex patterns from logs data and adapt to changing behaviors of
users. Various ML algorithms have been applied to internal user behavior anomaly
detection, including [5]:

¢ Clustering: Algorithms like K-means and DBSCAN group similar user behaviours

into clusters, identifying outliers as potential anomalies.

* C(lassification: Techniques like Support Vector Machines (SVM) and Random
Forests categorize user behaviour as normal or anomalous based on learned features.

* Deep Learning: Neural networks, such as autoencoders and LSTM models, can learn
intricate representations of user behaviour and detect subtle deviations.

Integration of ML into SIEM Systems

SIEM systems are a cornerstone of security operations, providing centralized log
management and analysis [6]. Integrating ML into SIEMs offers several benefits, including:

* Enhanced Detection: ML models can identify subtle anomalies that may be missed
by rule-based systems, improving overall threat detection capabilities.

* Reduced False Positives: By learning from historical data, ML models can become

more accurate over time, reducing the number of false alarms.

* Scalability: ML models can process large volumes of log data efficiently, making
them suitable for enterprise-scale deployments.

Several research efforts have explored the integration of ML into SIEMs. For example,
the study titled “The Future of SIEM in a Machine Learning-Driven Cybersecurity
Landscape” (2023) by Srinivas Reddy Pulyala [7], demonstrated the feasibility of using a
deep learning-based model to detect insider threats in a SIEM environment. Another study
by Landmesser and Vommi (2023) [8] explores weaknesses in machine learning systems
used by a SIEM that present a technical issue.

Advantages of Random Cut Forest (RCF)

Random Cut Forest (RCF) is a powerful unsupervised anomaly detection algorithm
well-suited for this context [9]. Some of its advantages include:

¢ Real-time Detection: RCF is designed for streaming data, making it suitable for real-
time analysis of user behavior logs.
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Scalability: It can handle large volumes of high-dimensional data efficiently, making
it suitable for enterprise-scale SIEM environments.

Adaptability: RCF can adapt to changing patterns of user behavior, reducing the

need for frequent retraining.

Interpretability: While not as interpretable as some other ML models, RCF provides
anomaly scores that can offer some insight into the factors contributing to an

anomaly.

10 use cases

The core idea of this research is to help security teams identify and configure ML model

to detect the most important use cases for anomaly detection. Therefore, searching for and

reviewing research papers about that is crucial.

We summarize the suggested top 10 uses cases along with reference and summery of

the research source:

1.

2

3

4

9]

Unusual Access Patterns:

Reference: "Insider Threat Detection Based on User Behaviour Modelling and
Anomaly Detection Algorithms" [10].

This paper explores how anomaly detection models can identify unusual access
patterns based on time, location, and resource access frequency.

. Data Exfiltration Attempts:

Reference: "User Behaviour Analytics for Anomaly Detection Using LSTM
Autoencoder — Insider Threat Detection" [11].

This research proposes using LSTM Autoencoders to identify abnormal data transfer
volumes and patterns, indicative of exfiltration attempts.

. Unauthorized Privilege Escalation:
Reference: "Anomaly Detection for Detecting Insider Threats" [12].

This paper discusses using anomaly detection techniques to identify unauthorized
attempts to elevate privileges, such as accessing restricted systems or modifying

permissions.
. Abnormal Resource Usage:

Reference: "Insider Threat Detection Based on User Behaviour Modelling and
Anomaly Detection Algorithms" [13].

This research demonstrates how anomaly detection models can flag unusual
resource consumption, such as excessive CPU or network usage, which may indicate

malicious activity.
. Policy Violations:

Reference: "Driving impact at scale from automation and AI'" [14].
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While not directly addressing insider threats, this paper discusses how Al can
automate policy enforcement and identify violations, applicable to this use case.

. Account Compromise Indicators:
Reference: "User Behaviour Analytics for Insider Threat Detection using Deep
Learning" [15].
This paper explores using deep learning for user behaviour analytics, identifying
deviations from normal patterns that could signal account compromise.

. Lateral Movement:
Reference: "Anomaly Detection for Detecting Insider Threats" [16].

This paper highlights how anomaly detection can be applied to detect lateral
movement, where attackers move between systems to expand their access within a

network.
. Failed Login Attempts:

Reference: "Credit growth, the yield curve and financial crisis prediction: evidence
from a machine learning approach" [17].

While focused on financial markets, this paper's ML approach for anomaly detection
can be adapted to identify abnormal login patterns.

. Unusual File Activity:
Reference: "Insider Threat Detection: A Survey and Taxonomy" [18].

This survey provides a broad overview of insider threat detection techniques,

including those focusing on file activity monitoring for anomalies.
0. Deviations from Normal Behaviour:
Reference: "A Survey of Anomaly Detection Techniques" [19].

This survey provides a well-organized review of various anomaly detection
techniques. It covers approaches for detecting anomalies from images and other
patterns.

To prove that those are the most top 10 use cases, we thoroughly search and cross-map

the industry sources, impact, and frequency, grounded in empirical data and frameworks

like

MITRE ATT&CK, Verizon DBIR, and NIST, as in Table 1.

From Table 1, it has been seen that data exfiltration (MITRE TAOQO010) is prioritized as
‘Critical” due to its direct tie to financial loss, targeting data confidentiality and detected
from network devices logs. Source: ($4.45M avg. cost per breach — IBM 2023) [3].
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Table 1. Top 10 use cases

Use Case Source Impact Frequency CIA Triad Detectability
1. Unusual Verizon DBIR Moderate-  22% of insider ~ Confidentiality High (Logon
Access 2024 High incidents logs)
Patterns (Geolocation
anomalies in
18% of
breaches) [2]
2. Data MITRE Critical 15% of Confidentiality Moderate
Exfiltration TA0010 breaches (Network logs)
(Exfiltration), (IBM)
IBM Cost of a
Breach 2023 [3]
3. MITRE High 23% of Integrity High
Unauthorized TA0004, NIST breaches (Windows
Privilege SP 800-53 (AC- (Verizon Event ID 4672)
Escalation 6: Least DBIR 2024)
Privilege) [20]
4. Abnormal CERT Insider Moderate 12% of Availability Moderate
Resource Threat Dataset incidents (Sysmon/Proce
Usage (CPU spikes in ss logs)
cryptomining)
5. Policy SANS Policy Moderate 30% of Integrity/Confi High
Violations Compliance organizations  dentiality (Proxy/Applica
Survey 2023 report tion logs)
violations
6. Account Verizon DBIR High 20% of insider ~ Confidentiality High (Logon
Compromise 2024 threats failures)
(Credential
theft in 45% of
breaches) [2]
7. Lateral MITRE Critical 14% of APT- Confidentiality Moderate
Movement TA0008 linked (RDP/SMB
(Lateral breaches logs)
Movement),
Mandiant M-
Trends 2024
8. Failed Login  NIST SP 800- Low- 35% of brute- Availability High
Attempts 171 (AU-14: Moderate force attacks (Windows
Audit Failure Event ID 4625)
Monitoring)
9. Unusual File MITRE High 10% of insider  Integrity High (File
Activity TAO0005 (Data incidents access logs)
Destruction),
ENISA Threat
Landscape
2023
10. Deviations ~ Gartner UEBA  Variable 25% of All Moderate (ML-
from Normal Market Guide advanced based
Behavior 2024, NIST Sp threats baselining)
800-137
(Anomaly

Detection)
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Research Gap & Contributions to the Field

While previous research has explored the application of machine learning for anomaly

detection in various security contexts, there remains a gap in the systematic integration of

ML into widely used SIEM solutions like Wazuh, specifically for addressing the top 10

critical use cases of internal user behaviour anomalies. This paper aims to fill this gap by:

1.

Providing a detailed methodology for integrating ML into Wazuh: This includes
outlining the steps involved in data collection, pre-processing, feature extraction,
model training, and evaluation, making it easier for practitioners to implement

similar solutions.

Focusing on the top 10 critical use cases for internal user behavior anomalies: This
ensures that the implemented ML models address the most prevalent and
potentially damaging insider threats, maximizing the practical impact of the
research.

Evaluating the effectiveness of the proposed system in a real-world setting: This
provides valuable insights into the performance and challenges of implementing
ML-based anomaly detection in practice, increasing the reliability and applicability
of the findings.

Using the Random Cut Forest (RCF) algorithm, which is well-suited for real-time
anomaly detection in streaming data: This allows for timely identification and
response to potential threats, enhancing the proactive security capabilities of the
system.

Offering actionable insights and recommendations for cybersecurity
practitioners: This empowers security teams to implement and optimize ML-based
anomaly detection systems, contributing to the improvement of real-world security
practices.

Challenges and Limitations

Despite the promising results, several challenges and limitations exist in the current

approaches to internal user behaviour anomaly detection:

Data Quality: The accuracy of ML models heavily depends on the quality and
relevance of the input data. Obtaining labelled datasets for training can be
challenging, and noisy or incomplete data can lead to inaccurate results [20].

Model Interpretability: Many ML models are considered "black boxes," making it
difficult to understand the reasoning behind their decisions. This lack of
transparency can hinder the adoption of ML in security-critical environments [21].

Evolving Threats: Attackers constantly adapt their techniques, making it essential to
update and retrain ML models regularly to maintain their effectiveness [22].
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ME

THODOLOGY

The anomaly detection system employs a centralized architecture, leveraging the

strengths of Wazuh (4.5.3) as the Security Information and Event Management (SIEM)

system and OpenSearch (2.6.0) for its machine learning (ML) capabilities in anomaly

dete

ction module.

Our methodology consists of the following phases:

1

N

W

. Data Collection

Data Sources: This study utilizes data collected from a live network environment at
the Canadian Institute of Technology, Tirana, Albania. The data sources include
security logs, firewall logs, and system logs from various Windows machines,
including Windows 11 OS, Windows 2022 Server, and a Wazuh server with the
OpenSearch Anomaly Detection Module.

Collection Methods: Wazuh agents are deployed on the networked machines to
collect logs and security events. These logs are then forwarded to the Wazuh

manager for centralized processing.

Data Volume: The data is collected over a period of 60-90 days to establish baselines

for normal behavior.
. Data Preprocessing

Data Cleaning: The Wazuh manager performs initial data cleaning by filtering the
logs based on predefined rules. This helps to remove irrelevant entries and

inconsistencies.

Feature Selection: Relevant features for each use case are selected based on domain
expertise and the specific characteristics of the anomaly being detected. For example,
for the "Unusual Access Patterns" use case, features such as LogonType, IpAddress,
WorkstationName, and Status are selected.

Data Transformation: The selected features are then transformed into a format
suitable for the RCF algorithm. Which involve converting categorical variables to
numerical representations or normalizing/standardizing features. All this is

completed by the OpenSearch integrated plugin in Wazuh.
. Anomaly Detection

RCF Algorithm: The Random Cut Forest (RCF) algorithm is employed for anomaly
detection. RCF is chosen for its ability to handle high-dimensional data streams,
adapt to evolving user behavior patterns, and provide real-time detection
capabilities.

Model Training: The RCF model is unsupervised model, no need for labeled
datasets to tarin the model. It is trained using the preprocessed data from the
Wazuh/OpenSearch environment, those data collected from the whole network. The
model learns the normal behavior patterns from the data and establishes baselines.
Any deviation from the baseline is considered as anomaly.
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Anomaly Scoring: The trained RCF model analyzes incoming data streams in real-
time and assigns anomaly scores to data points based on their deviation from the
established baselines.

4, Evaluation

® Metrics: The effectiveness of the anomaly detection system is evaluated using
various metrics, including True Positive Rate (TPR), False Positive Rate (FPR),
Precision, F1 Score, and Detection Time.

* Anomaly Triggering: Anomalies are triggered manually by inserting anomaly
records into local logs. This is done using manually or by PowerShell scripts and
Windows Task Scheduler to simulate real-world anomalies.

* Results Analysis: The evaluation results are analyzed to assess the performance of
the system across different use cases and identify areas for improvement.

Figure 3. Illustrates The solution architecture.

Data Sources Our ApproaCh
—— <Y OpenSearch
wazuh.
ML
D Random
‘ Network event Parsers Rules Forest
L logs

Anomaly

) Detectio

Security event
logs

Analysis Engine

Configuration Top 10
Use Cases Alerts &

Response

Figure 3. Proposed solution Architecture

Since we aim to provide a detailed methodology for integrating ML into Wazuh; details

of each step are explained as follows.

Installing Wazuh, Wazuh’ Agents and Anomaly Detection Plugin

In order to implement the proposed system, we used the following Microsoft Windows

machines with agent installed, see Table 2:

Table 2. Hardware and software requirements

No. of machines Hardware spec. Purpose
1 16GB of RAM and 8 CPU Wazuh (4.5.3) with
cores OpenSearch (2.6.0) Anomaly
Detection Module
3 16GB of RAM and 4 CPU Windows 11 OS with Wazuh
cores agent installed
1 16GB of RAM and 8 CPU Windows 2022 Server

cores with Wazuh agent installed
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All those machines are working normally with running applications from one

department of the Canadian Institute of Technology, Tirana, Albania. Installing Wazuh

and Wazuh’ agent is easy from a straight forward process described in [23].

Anomaly Detection Module of OpenSearch is not installed by default in Wazuh. We
need to install it [24, 25], as shown in the below Code 1.

Code 1: Installing OpenSearch Anomaly Detection Module into Wazuh

1.

From the root account of Wazuh m/c, we run the following command to
download the OpenSearch 2.6.0 package:
# sudo curl

https://artifacts.opensearch.org/releases/bundle/opensearch-

dashboards/2.6.0/opensearch-dashboards-2.6.0-linux-x64.tar.gz -o opensearch-
dashboards.tar.gz

Extract the OpenSearch Dashboard 2.6.0 package:
# sudo tar -xvzf opensearch-dashboards.tar.gz

Copy the anomalyDetectionDashboards plugin files to the /usr/share/wazuh-
dashboard/plugins directory:

# sudo cp -r opensearch-dashboards-2.6.0/plugins/anomalyDetectionDashboards/
[/usr/share/wazuh-dashboard/plugins/

Change the ownership and permissions of the files:

# sudo chown -R wazuh-dashboard:wazuh-dashboard /usr/share/wazuh-
dashboard/plugins/anomalyDetectionDashboards/

# sudo chmod -R 750 /usr/share/wazuh-
dashboard/plugins/anomalyDetectionDashboards/

Restart the Wazuh dashboard for the changes to take effect:

# sudo systemctl restart wazuh-dashboard

ML Anomaly Detection Module Configuration

After successfully installing OpenSearch Anomaly Detection Module in Wazuh. The

following steps has to be followed to configure both Wazuh and ML model (For each use

case):
1.
2.

3.

Identify Data Sources: specific log(s) for each case, as in Table 3.
Create Wazuh Rules:
o For each use case, add a rule to your Wazuh local_rules.xml file, as in Code 2.
Define OpenSearch Anomaly Detection Jobs:
o Within OpenSearch, in to the Anomaly Detection section.
o Create a new detector and name it:
= Choose the appropriate index (Wazuh-alerts*).
= Select the relevant fields to be analyzed (e.g., timestamp, agent.ip, rule.id).

= Configure detector interval and window delay based on your needs.
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= Choose the most relevant RCF features. As in Figure 4.

= Choose aggregation method such as average(), count(), sum(), min(), max(). As
in Table 3.

= Configure Alerting (through email or other channels).
o Save and start the detector.
4. Establish Baselines:
o Allow the detectors to run for a period to establish baselines for normal behavior
(60 days).
o Monitor the results and adjust thresholds as needed to minimize false positives.
5. Test and Refine:
o Simulate anomalies in a controlled environment (if possible) to test the detectors.

o Analyse the results and refine the rules and detectors as needed to improve
accuracy and reduce false positives.

Code 2: Add Use Case' Rule

<group name="unusual_access_patterns,">

<l-- Rule for detecting logins from new IP addresses -->

<rule id="100100" level="10">
<if_sid>5712</if_sid> <!-- Parent rule for successful logins -->
<field name="srcip">!"192\.168\ .1\ .</field> <!-- Exclude internal IPs ->
<description>Unusual Access Pattern: Login from a new IP address.</description>
<group>authentication_failed,</group>

</rule>

<l-- Rule for detecting logins from unusual geolocations -->
<rule id="100101" level="12">
<if_sid>5712</if_sid> <!-- Parent rule for successful logins -->
<field name="geoip.country_code">!"(AL | GR)$</field> <!-- Allow only Albania and
Greece -->
<description>Unusual Access Pattern: Login from an unusual
geolocation.</description>
<group>authentication_failed,</group>
</rule>
</group>

Additionally, Table 3 specifies the data sources, fields needed for each use case, RCF

feature functions and equivalent Wazuh rule for Windows environment.
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Table 3. RCF Detector Configuration

Use Case Data Source(s) Fields Aggregation Wazuh Rule ID
Method
Unusual Security Event  LogonType, Count by 5715 (RDP logon
Access Logs (4624, IpAddress, IpAddress, failure), 5712
Patterns 4625) WorkstationName, = LogonType (Successful or
Status Failed logon
from a new IP
address)
Data Firewall Logs,  DestinationlIp, Sum of BytesSent 5150 (Large
Exfiltration Sysmon Event  DestinationPort, over time amount of data
Attempts ID3 BytesSent, sent over the
BytesReceived network), 5100
(Outbound
connection to
rare destination
port)
Unauthorized  Security Event  SubjectUserSid, Count by 554 (Privilege
Privilege Logs (4672, SubjectUserName,  SubjectUserName  escalation
Escalation 4704) PrivilegeList attempt)
Abnormal Sysmon Event  Processld, Average of % None (You
Resource 1D 10 ProcessName, User, Processor Time, might need a
Usage % Processor Time, =~ Working Set custom rule
Working Set here)
Policy Web Proxy Url, Sourcelmage, Count by Url, 550 (Executable
Violations Logs, TargetFilename, TargetFilename file downloaded
Application EventType from the
Logs, File Internet)
Access Logs
Account Security Event  LogonType, Count by 5715 (RDP logon
Compromise Logs (4625, IpAddress, IpAddress, failure), 5712
Indicators 4672) WorkstationName,  SubjectUserName  (Successful or
Status, PrivilegeList Failed logon
from a new IP
address)
Lateral Security Event  LogonType, Count by 5715 (RDP logon
Movement Logs (4624, IpAddress, IpAddress, failure), 5712
4625) WorkstationName,  TargetUserName (Successful or
TargetUserName, Failed logon
LogonProcessName from a new IP
address)
Failed Login Security Event  IpAddress, Count by 5715 (RDP logon
Attempts Logs (4625) WorkstationName,  IpAddress failure)
Status
Unusual File Sysmon Event  TargetFilename, Count by Custom rule
Activity 1D 11, 23 Hashes, Image, TargetFilename,
User, Operation Hashes
Deviations Multiple Combine features Ensemble of custom
from Normal Sources and aggregation various correlation rule
Behavior methods from other aggregations

use cases
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Figure 4. Model Configuration

Anomaly Triggering

After configuring the decoders, we need to wait for a duration (as long as better) for the
ML module to build the baselines for each use case. In. our case we wait 60 days.

Then we need to trigger each use case several times to evaluate the effectiveness of the
module. Several ways exist to do the anomaly trigger: manually (which is not convenient
for repeating 50-100 times for each use case), automatically through scripting or inserting
the anomaly trigger record in the logs sent to Wazuh. We used third one.

Inserting the Anomaly Records into Local logs

I. First create a record for each use case (here user names and IPs are changed for
hiding the real ones, since the testing environment is real):

1. Unusual Access Patterns:

May 21 2024 03:15:23 userl23 login success from 192.168.1.100
(Unusual Geolocation: Country XYZ)

Jan 01 2024 09:45:12 wuser456 login attempt failed from
88.212.33.5 (Unknown Device)

2. Data Exfiltration Attempts:

Jun 15 2023 14:32:55 user789 uploaded 500MB of data to external
FTP server ftp.example.com

Feb 28 2024 22:01:30 userlll downloaded 10GB of encrypted files
to personal email account

3. Unauthorized Privilege Escalation:
Apr 10 2024 11:58:22 wuser222 attempted to execute 'sudo su'
command (Access Denied)
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II.

Mar 05 2024 08:37:19 user333 modified system permissions on
/etc/passwd (Elevated Privileges)

4. Abnormal Resource Usage:

Aug 29 2023 16:40:05 user555 consumed 90% of system CPU for 2
hours (Process: cryptomining.exe)

Dec 12 2023 13:21:48 user666 exceeded allocated disk quota by
20GB (Department: Sales)

5. Policy Violations:

Jul 04 2023 19:25:33 user888 accessed Dblocked website
gamblingsite.com (Category: High Risk)

Oct 19 2023 10:59:52 wuser999 shared confidential document
outside the company network (Policy: Data Protection)

6. Account Compromise Indicators:

May 08 2024 01:23:45 userl23 logged in from multiple locations
within 1 hour (Possible Account Compromise)

Sep 22 2023 06:18:02 wuser456 password reset triggered from
unknown IP address

7. Lateral Movement:

Nov 27 2023 23:55:11 wuser789 accessed multiple systems in
different departments within 5 minutes

Jan 18 2024 15:42:26 userlll established remote desktop
connection to sensitive server HRDRBRO1

8. Failed Login Attempts:

Feb 14 2024 02:38:12 wuser222 failed login attempts from 10
different IP addresses within 10 minutes

Apr 30 2024 00:19:58 user333 account locked due to excessive
failed login attempts

9. Unusual File Activity:

Mar 23 2024 17:51:09 wuser555 deleted 1000 files from shared
folder ProjectX

Dec 31 2023 21:45:32 wuser666 encrypted 50GB of sensitive
financial data (Unusual Activity)

10. Deviations from Normal Behavior:

Jun 29 2023 08:02:15 wuser888 suddenly accessed financial
database after months of inactivity

Aug 13 2023 12:34:56 user999 sent 50 emails within 1 hour (Normal
Average: 5 emails/hour)

Inserting these records into your Wazuh agent as log entries to trigger alerts and test
the anomaly detection module:

1. Choose the log Source:
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¢ Windows Event Logs: for use cases are primarily related to Windows security
events (logins, privilege escalation, etc.), we used PowerShell to write these
events directly to the Windows Event Log.

¢ Custom Log File: For other use cases we created a custom log file that Wazuh will

monitor.

2. PowerShell Script (for Windows Event Logs):
In Script 1. A PowerShell script that inserts the "Unusual Access Patterns" events into
the Windows Security Event Log:

Script 1. PowerShell Script to Insert Events

# Define events

$events = @("May 21 2024 03:15:23 user123 login success from 192.168.1.100 (Unusual
Geolocation: Country XYZ)",

"Jan 01 2024 09:45:12 user456 login attempt failed from 88.212.33.5 (Unknown
Device)")

# Write events to Security log

foreach ($event in $events) {

Write-EventLog -LogName Security -Source "WazuhTest" -Eventld 4624 -EntryType
Information -Message $event}

3. Custom Log File (for other use cases):
e Create a new log file (e.g., wazuh_speciallog) in a location that Wazuh is
configured to monitor.
e Insert Entries: Write your log entries into this file, following the format you've
defined for the use case.

ITI. Wazuh Agent Configuration (ossec.conf)

e Windows Event Logs: add Code 3. To the agent configuration.

Code 1. Windows Event log Configuration

<localfile>
<log_format>eventchannel</log_format>
<location>Security</location>
</localfile>

e Custom Log File: for the custom log file, we added Code 4. to the ossec.conf
file using the <localfile> tag.

Code 2. Custom log Configuration

<localfile>
<log_format>syslog</log_format>
<location>/path to/wazuh_special.log</location>
</localfile>
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IV. Decoders:

e For the custom log file: Create a custom Wazuh decoder to parse the log entries
correctly in local_decoder.xml. As an example, in Code 5. For unusual access:

Code 3. Decoder XML file for Unusual Access

<decoder name="unusual_access">

<parent>ossec_regex</parent>
<prematch offset="after_parent">login</prematch>
<regex>(\w{3} \d{2} \d{4} \d{2}:\d{2}:\d{2}) (\w+) login (\w+) from

(\d{L,3}\.\d{1,3}\ .\ d{1,3}\ .\ d{1,3})</regex>

<order>timestamp,user,status,ip</order>

</decoder>

e For each PowerShell scripts (one for each use case) we used Windows Task
Scheduler and create a new task. Setting the trigger (schedule every one hour
with 5 min difference for each case) and action (run the script).

V. Restart Wazuh Agent.

VI. Monitor and Adjust: We need to check the Wazuh logs and OpenSearch
Dashboards to ensure the events are being triggered and detected as expected. Adjust
the script and schedule as needed.

Evaluation Metrics

To assess the effectiveness of the anomaly detection system, we employed the following

evaluation metrics:

True Positive Rate (TPR): The proportion of actual anomalies correctly identified.
False Positive Rate (FPR): The proportion of normal events incorrectly classified
as anomalies.

Precision: The proportion of detected anomalies that are truly anomalies. High
precision means that when the system raises an alert, it's likely to be a real issue.
Detection Time: The average time taken to detect an anomaly after it occurs.

F1 Score: The harmonic mean of precision and recall. This provides a balanced
measure of the system's overall performance.

Area Under the Receiver Operating Characteristic Curve (AUROC): A measure
of the model's overall ability to distinguish between normal and anomalous

events.

The significance of each metric lies in its ability to quantify the system's detection

accuracy, efficiency, and overall performance.
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RESULTS AND DISCUSSION

Several steps have been done to ensure that all Monitors (detectors) of RCF work
perfectly and able to capture the anomaly and sending alerts, as in Figure 5. An example
of the first use case “unusual Access patterns” anomaly detection.
= () Aonsydeci.  osecors | Unusual Access .

Anomaly occurrences Anomaly grade ® Confidence ® Last anoma! y occurrence Aert info

60 0.02-1.00 0.99-1.00 13/07/2024 12:45AM

Feature breakdown Anomaly occurrences

Anomaly grade / Confidence

Figure 5. Unusual Access Anomaly

After running the task to generate the 10 cases for each case every 5 min, we got 24
anomaly records for each case daily. We ran the tasks generating the records for 10 days.
After that we analysed the results using the evaluation metrics, as in Table 4. We found
that through:

1. High TPR, Low FPR: Use cases like "Unauthorized Privilege Escalation" and "Failed
Login Attempts" show excellent performance, with high rates of correctly identifying
anomalies (TPR) and low rates of false alarms (FPR).

2. Moderate Performance: Use cases like "Data Exfiltration Attempts" and "Unusual
File Activity" demonstrate good detection rates but have slightly higher false
positive rates, indicating potential areas for fine-tuning rules or thresholds.

3. Challenges: Use cases like "Deviations from Normal Behavior" tend to be more
difficult, exhibiting lower TPR and higher FPR. This is because they often involve
subtle or complex patterns that are harder to model.

4. Detection Time: The detection time varies depending on the nature of the anomaly
and the specific configuration of Wazuh rules and OpenSearch alerts.

Table 4. Final results evaluation

Use Case True Positive  False Positive Precision F1 Detection Time
Rate (TPR) Rate (FPR) Score  (Avg. Minutes)

Unusual Access 0.85 0.03 0.92 0.88 5

Patterns

Data Exfiltration 0.78 0.05 0.89 0.83 10

Attempts

Unauthorized 0.92 0.01 0.98 0.95 2

Privilege Escalation

Abnormal Resource  0.72 0.1 0.8 0.76 15

Usage

Policy Violations 0.88 0.02 0.96 0.92 1
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Account 0.8 0.04 091 0.85 3
Compromise

Indicators

Lateral Movement 0.65 0.08 0.85 0.74 8
Failed Login 0.95 0.01 0.99 0.97 1
Attempts

Unusual File 0.7 0.06 0.88 0.78 12
Activity

Deviations from 0.68 0.12 0.76 0.72 20

Normal Behavior

SUMMARY AND CONCLUSION

The results of our research demonstrate the potential of integrating machine learning,
specifically the Random Cut Forest (RCF) algorithm, into a Wazuh/OpenSearch SIEM
system to detect a wide range of internal user behavior anomalies. The main key findings,

recommendations and suggestions are as follows:

® Success in Specific Use Cases: The system exhibited high true positive rates (TPR)
and low false positive rates (FPR) for several critical use cases, including;:

o Unauthorized Privilege Escalation
o Failed Login Attempts

o DPolicy Violations

o Unusual Access Patterns

This indicates that the implemented model effectively detects these types of anomalies

with minimal false alarms.

e Areas for Improvement: The system struggled with certain use cases, notably
"Deviations from Normal Behavior" and "Lateral Movement." These use cases
typically involve more complex and subtle patterns, highlighting the need for further
refinement of the ML models or potentially the incorporation of additional features
or algorithms.

o Detection Time: The average detection time varied across use cases, ranging from 1
minute to 20 minutes. While the detection time for most use cases is relatively quick,
it could be improved for scenarios like "Deviations from Normal Behavior," where
early detection is crucial.

The integration of the RCF-based anomaly detection module into the
Wazuh/OpenSearch SIEM system demonstrates a promising approach for enhancing
internal threat detection capabilities. The high accuracy and precision observed in several
key use cases suggest that this system could be a valuable asset for security teams.

However, the challenges faced in detecting more complex anomalies emphasize the
need for continued research and development in this area. Future work could explore the
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use of ensemble methods or deep learning models to improve detection accuracy for these

challenging use cases. Additionally, further optimization of the system's parameters and

integration with threat intelligence feeds could further enhance its effectiveness.

Based on our findings, we recommend the following actions for organizations seeking

to implement a similar anomaly detection system:

Prioritize High-Impact Use Cases: Focus initial implementation efforts on the use
cases where the system demonstrated the highest accuracy and precision.

Fine-Tune for Specific Environments: Carefully tailor the Wazuh rules and
OpenSearch anomaly detection configurations to the specific characteristics of
your environment and user behavior patterns.

Continuous Monitoring and Improvement: Regularly monitor the system's
performance, analyze false positives and false negatives, and update the models
and configurations as needed.

Consider Complementary Approaches: Explore the use of complementary security
measures, such as user behavior analytics (UBA) or endpoint detection and
response (EDR), to provide a more comprehensive defense against insider threats.

The research paper suggests that future applications of machine learning for internal

user behavior analysis could include:

Enhanced Anomaly Detection Algorithms: Developing more sophisticated
machine learning models, such as ensemble methods or deep learning models, to

improve the detection of complex and subtle anomalies in user behavior.

Real-Time Threat Detection and Response: Integrating machine learning models
with real-time monitoring systems to enable immediate detection and response to
potential threats as they occur.

Behavioral Biometrics: Incorporating behavioral biometrics, such as typing
patterns or mouse movements, into user behavior analysis to create more

comprehensive user profiles and improve anomaly detection accuracy.

Integration with Threat Intelligence: Combining machine learning models with
threat intelligence feeds to identify emerging threats and adapt detection
algorithms accordingly.

Explainable AI (XAI): Developing machine learning models that can provide clear
explanations for their decisions, increasing transparency and trust in the anomaly
detection process.

Proactive Threat Hunting: Utilizing machine learning to proactively search for
potential threats by identifying patterns and anomalies that may not be detected
by traditional rule-based systems.

Anomaly Detection for Non-Technical Users: Creating user-friendly interfaces
and visualizations that allow non-technical users to understand and interpret the
results of machine learning-based anomaly detection.
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In conclusion, this research establishes a foundation for further exploration of machine

learning in internal threat detection within SIEM systems. By addressing the challenges

and limitations identified in this study, future research can contribute to the development

of even more robust and effective anomaly detection solutions.

CONFLICT OF INTERESTS
The author declares that there are no conflicts of interest regarding the publication of
this paper.
REFERENCES
1. Garnter. User and Entity Behavior Analytics. Available from:

10.

11.

12.

https://www.gartner.com/en/documents/3917096 (Access date: 18/12/2024).

Verizon Business. 2024 Data Breach Investigations Report. Available from:
https://www.verizon.com/business/resources/reports/dbir/. (Access date: 18/12/2024).

IBM. Cost of Data Breaches. Available from: https://www.ibm.com/reports/data-breach (Access
date: 18/12/2024).

Nested. Anomaly Detection in Cybersecurity. Available from:
https://nested.ai/2024/07/14/anomaly-detection-in-cybersecurity/ (Accessed date: 17/12/2024).

Angelin, B. and Geetha, A. Outlier Detection using Clustering Techniques — K-means and K-
median. 4" International Conference on Intelligent Computing and Control Systems (ICICCS),
Madurai, India, 2020, pp. 373-378,

Microsoft. “What is SIEM?, Available from: https://www.microsoft.com/en-

us/security/business/security-101/what-is-
siem#:~:text=SIEM %20¢gives%20security %20teams%20a,enterprise%2C%20effectively %20strea
mlining%?20security%20workflows. (Access date: 17 07 2024).

Pulyala, S.R. The Future of SIEM in a Machine Learning-Driven Cybersecurity Landscape.
Turkish Journal of Computer and Mathematics Education 2023, 14(30), 1309-1314.

Landmesser J.A., Vommi, H. Mitigating machine learning risks within a vulnerable SIEM to
prevent biased SOC decisions. National CyberWatch Center 2023.
AWS. Use the built-in Amazon SageMaker Random Cut Forest algorithm for anomaly detection.

Available from: https://aws.amazon.com/blogs/machine-learning/use-the-built-in-amazon-

sagemaker-random-cut-forest-algorithm-for-anomaly-
detection/#:~:text=RCF%?20is%20an%20unsupervised %20learning,or%20outliers%20within%20
a%20dataset. (Access date: 17/07/2024).

Kim J, Park M, Kim H, Cho S, Kang P. Insider Threat Detection Based on User Behaviour
Modelling and Anomaly Detection Algorithms. Applied Sciences. 2019; 9(19):4018.

Sharma, B., Pokharel, P., Joshi, B. User Behavior Analytics for Anomaly Detection Using LSTM
Autoencoder — Insider Threat Detection,” in 11" International Conference on Advances in

Information Technology 2020, pp. 1-9.

N.Z.-H. DucC. Le, Anomaly Detection for Insider Threats Using Unsupervised Ensembles. [IEEE
Transactions on Network and Service Management 2021, 18(2), 1152-1164.


https://www.gartner.com/en/documents/3917096
https://www.verizon.com/business/resources/reports/dbir/
https://www.ibm.com/reports/data-breach
https://nested.ai/2024/07/14/anomaly-detection-in-cybersecurity/
https://www.microsoft.com/en-us/security/business/security-101/what-is-siem#:~:text=SIEM%20gives%20security%20teams%20a,enterprise%2C%20effectively%20streamlining%20security%20workflows
https://www.microsoft.com/en-us/security/business/security-101/what-is-siem#:~:text=SIEM%20gives%20security%20teams%20a,enterprise%2C%20effectively%20streamlining%20security%20workflows
https://www.microsoft.com/en-us/security/business/security-101/what-is-siem#:~:text=SIEM%20gives%20security%20teams%20a,enterprise%2C%20effectively%20streamlining%20security%20workflows
https://www.microsoft.com/en-us/security/business/security-101/what-is-siem#:~:text=SIEM%20gives%20security%20teams%20a,enterprise%2C%20effectively%20streamlining%20security%20workflows
https://aws.amazon.com/blogs/machine-learning/use-the-built-in-amazon-sagemaker-random-cut-forest-algorithm-for-anomaly-detection/#:~:text=RCF%20is%20an%20unsupervised%20learning,or%20outliers%20within%20a%20dataset
https://aws.amazon.com/blogs/machine-learning/use-the-built-in-amazon-sagemaker-random-cut-forest-algorithm-for-anomaly-detection/#:~:text=RCF%20is%20an%20unsupervised%20learning,or%20outliers%20within%20a%20dataset
https://aws.amazon.com/blogs/machine-learning/use-the-built-in-amazon-sagemaker-random-cut-forest-algorithm-for-anomaly-detection/#:~:text=RCF%20is%20an%20unsupervised%20learning,or%20outliers%20within%20a%20dataset
https://aws.amazon.com/blogs/machine-learning/use-the-built-in-amazon-sagemaker-random-cut-forest-algorithm-for-anomaly-detection/#:~:text=RCF%20is%20an%20unsupervised%20learning,or%20outliers%20within%20a%20dataset

Unveiling Anomalies: Leveraging Machine Learning for Internal User Behaviour Analysis — Top 10 Use
Cases

13.

14.
15.

16.

17.

18.

19.

20.

21.

22.

23.
24.

25.

Ted, E., Goldberg, H.G., Memory, A., Young, W.T., Rees, B., Pierce, R., Huang, D., Reardon, M.,
Bader, D.A., Chow, E. Detecting insider threats in a real corporate database of computer usage
activity. In Proceedings of the 19" ACM SIGKDD International Conference on Knowledge Discovery
and Data Mining, Chicago, IL, USA, 2013, pp. 1393-1401.

M. &. Company. Driving Impact at Scale from Automation and Al Mckinsey, 2019.

Nepal, S., Joshi, B. User Behavior Analytics for Insider Threat Detection using Deep Learning,”
Proceedings of 10th I0E Graduate Conference 2021, 10, 232-238.

Bhuyan, M.H., Bhattacharyya D.K. and Kalita, ] K. Network anomaly detection: Methods
systems and tools. IEEE Commun. Surveys Tuts. 2014, 16(1), 303-336.

Bluwstein, K., Buckmann, M., Joseph, A., Kapadia, S.R. Credit growth, the yield curve and
financial crisis prediction: evidence from a machine learning approach. Bank of England Staff
Working Paper 2020, 848.

Al-Mhigani MN, Ahmad R, Zainal Abidin Z, Yassin W, Hassan A, Abdulkareem KH, Ali NS,
Yunos Z. A Review of Insider Threat Detection: Classification, Machine Learning Techniques,
Datasets, Open Challenges, and Recommendations. Applied Sciences 2020, 10(15), 5208.
Ghamry, F.M.,, El-Banby, G.M.,, El-Fishawy, A.S. et al. A survey of anomaly detection techniques.
Journal of Optics 2024, 53, 756-774.

Budach, L., Feuerpfeil, M., Ihde, N., Nathansen, A., Noack, N., Patzlaff, H., Harmouch, H.,
Naumann, F. The Effects of Data Quality on ML-Model Performance, arXiv 2022, 10, 1-13.
Auletta, F. Predicting and understanding human action decisions during skillful joint-action
using supervised machine learning and explainable-Al. Scientific Reports 2023, 13(1), 2023.
Gartner. Market Guide for Al Trust, Risk and Security Management. Available from:
https://www.gartner.com/en/documents/4005344. (Access date: 17/12/2024).

Wazuh. “Install Wazuh,”. Available from: https://wazuh.com/install/. (Access date: 17/12/2024).

Wazuh. “Enhancing IT security with anomaly detection in Wazuh.” Available from:
https://wazuh.com/blog/enhancing-it-security-with-anomaly-detection/. (Accessed 17 07 2024).

S. Yeom, “Weighted Isolation and Random Cut Forest Algorithms for Anomaly Detection,”
arXiv, 2024, 5, 01891.


https://www.gartner.com/en/documents/4005344
https://wazuh.com/install/
https://wazuh.com/blog/enhancing-it-security-with-anomaly-detection/

